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Abstract

The so-calledRoboGuards a mobile securitydevice which is tightly integratedinto the
existing suneillanceframenork developedandmarketedby Quadrox.a BelgianSME. Robo-
Guardsare semi-autonomousnobile robots providing video streamsvia wirelessintranet-
connectiondo existing watchguardsystemssupplementethy variousbasicandoptionalbe-
haviors. RoboGuardsll severalmarket-niches.Especially they area seriousalternatve to
thestandardapproactof usingClosedCircuit Television (CCTV) for suneillance. Thepaper
describediow themainchallengesrom thetelematics/iewpoint, namelyensuringQuality of
Service(QoS)andFail-SafeGuarantee§~SG),aresolvedin this system.
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1 Intr oduction

The so-calledRoboGuards a joint developmentbetweenQuadrox(see[QUA]), a Belgian
security SME, and two academicpartners,the Al-lab of the Flemish Free University of
Brussels(VUB) and the Interuniversity Micro-ElectronicsCenter(IMEC). A RoboGuard
allows remotemonitoring througha mobile platform using onboardcamerasand sensors.
RoboGuardsiresupplementandoftenevenalternatvesto standardsuneillancetechnology
namely ClosedCircuit Television (CCTV) and sensottriggeredsystems. RoboGuardsare
tightly integratedinto the existing rangeof productsof Quadrox. This is animportantas-
pectfor theacceptancef any novel technologyin well-establishednarketsascustomersre
usuallynotwilling to completelyreplaceary existinginfrastructure.

For ef ciency andsecurityreasonsthe RF-transmitted/ideo-streanof theon-boardcam-
erascan be compressedising a specialwavelet-encodingsee[DC97]). The IMEC is the
responsiblepartnerfor this featureof RoboGuard. The mobile baseandits control, which
arethe main focusof this paper are at the handsof the VUB Al-lab. From the telematics
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viewpoint, the major challengesn this part of the projectareto ensureQuality of Service
(QoS) and Fail-Safe GuaranteegFSG) despitethe unpredictableperformanceof standard
Internet/Intranet-technologiesspeciallywhenwirelesscomponentsreinvolved.

In accordancavith recentinterestin servicerobotics(seee.g.[Eng89 for anoverview),
therehasalsobeenpreviouswork on securityrobots. This work is widely scatteredranging
from unmannedyunnedvehiclesfor military reconnaissanceperationgsee[AHE 90Q]) to
theoreticalresearcton reasoningwithin decision-theoreticnodelsof security(see[MF99]).
Our approachdealswith a systemoperatingin semi-structureernvironmentsunderhuman
controlandwhichis aproduct,i.e.,it mustbe competitive to existing alternatve solutionsfor
thetask.

Therestof this articleis structuredasfollows. In sectiontwo, the software architecture
of the RoboGuards described.In doing so, thereis a specialemphasion the main chal-
lengesfrom the telematicsviewpoint, namely how Quality of Service(QoS)and Fail-Safe
Guarantee$-SG)canbe ensuredvhenanunreliablewirelessnetwork connectioris a major
partof the controlloop. Thethird sectionpresentghe hardwareandthe low-level software
ervironmentwith which the systemis implementedSectionfour concludeghearticle.

2 The Software Ar chitecture

— FIGURE 1 abouthere—

RoboGuardsireteleoperatedia standarchetwork technologiedy humanwatchguards
(‘gure 1). Thehumanin theloopideallyfeelslike beingin full controlof thesystem But the
unpredictableperformanceof networks, in termsof bandwidth lateng, andevenreliability,
makesit hecessaryo implementquite someautonomyon teleoperatedievices. In doing so,
therearetwo majorissuesnamelyensuringFSG and QoS. FSG mustnever be violated at
ary cost. For a mobile robot, this meandor examplethat obstaclesnustbe avoidedor that
thebasemustbestoppedo avoid seriousdamagesQoSin contraside nesconstraintavhich
maximize utility aslong asthey are not violated. A timely responsdo requestsrom the
operatorfor exampleensureghat the RoboGuardnovesalongits pathasdesired. If these
constraintareoccasionallyiolated,they shouldat mostcausesomeslightincorvenienceso
the operatorbut they never mustputthewholedevice or missionatrisk.

— FIGURE 2 abouthere—

The main challengefor telematicsapplicationsis to nd a software architecturewhich
supportghesedifferenttypesof processesi-or RoboGuardye usefollowing approach g-
ure2). Therun-timesystemconsistof threecyclic mastetthreadsT0, T1, andT2 runningin
timeslotsin a 125Hz majorcycle. TO includeseverythingdealingwith FSQ.It establishes
hardrealtimecontrol-systemit is runto completionandits componentarescheduleaf ine.
Onthe RoboGuard;T0 coversthe motor andbasicmotion-controlaswell asodometryand
positioning.

The sub-thread®f the masterthreadT1 are so-calledbehaiors. Following the eld of
behaior-orientedrobotics(seee.g.[Bro86, Ste91 Ste94 for an overview), reactive control
schemesare usedto establishclose, dynamiccouplingsbetweensensorsand motors (see
[Bro86, Ste91) which arecomputedn pseudo-paralleBehaviors onthe RoboGuardtanbe
usedo keeptherobotonatrajectoryto avoid obstaclesto approactatarget,to autonomously
scanfor intruders,andso on. The steeringcommanddrom the operatorare servicedin a
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dedicatecbehaior. They aretransformedo motion commandsandfusedwith the motion
commanddgrom all otherbehaiors.

— FIGURE 3 abouthere—

For the behaiors, soft realtimeconstraintsarethe only possibleway to go. The “ideal”
deadlineuntil whena behaviors hasto be handledis in mostcasesot known asit depends
on unpredictableor simply too mary conditions. The behaiors are schedulednline by a
specialso-calledB-schedulefsee[BK0O]) which is invokedby T1. Notethatthis scheduler
aswell asthebehaiors arepre-emptedy the masterschedulerThe B-scheduleguarantees
aidle-free,optimally balancedxecutionof the behaiors, thusoptimizing QoS.

— FIGURE4 abouthere—
Sparetime actvities, i.e., processesvhich neithercontribute to the FSG nor the QoS,
are handledin the mastetthreadT2. They caninclude the occasionalchangeof mission
parameterdy the operatoythe constructiorof ervironmentmaps,andsoon.

2.1 The hard realtime control

TheTO layerinteractswith the higherlayersvia a sharednemorybuffer thatis written by a
threadfrom a higherlayer andis readby the lower-layer TO thread. The write operationis
madeatomicby delayingthe executionof the TO threadduring write operations.So, target-
valuesin the motion-controllercanbe asynchronouslgetby higherlevel behaiors.

The motion-controllerso-to-saytransformsthe target-valueson basisof odometricdata
to appropriatdamget-valuesfor the motorcontrol. The motion-andmotorcontrol layersare
basedn genericsoftwaremodulesfor differentialdrive robots featuring

PID-controlof wheelspeed
odometricposition-andorientation-tracking
rotationalandtranslationatrajectorycontrol
emepgeng breaking

As mentionedbefore all of theinvolvedsubthread3 0.x arescheduledff-line to achieve
a hardreal-timecontrol. This allows especiallyto include an emegeng-modulewhich en-
sureghattherobotis stoppedf it is extremelycloseto anobstacle This subthreadisesactive
breakingto getthe baseto a fast,but uncontrolledstop. Hence the basewill be protectedn
suchcircumstancefrom damagebut valuablepositioningandtrajectoryinformationwill be
necessarilyostasthis harshbreakingwill includeslippingmotions.

Theoptionof this subthreads henceexplicitly for guaranteeinfailure-safetywhich only
kicks in on extremelyrareoccasionsNormal obstacleavoidance jncluding controlledstops
which areautonomoushactivatedby the base arehandledonthelayerof T1.

2.2 The softrealtime control via behaviors

Thehardrealtimeis neededo ensure=SG.But for tele-operatedevicesin generalpetwork
performancegspeciallyfor wirelesssolutions,can usually not be predicted. Hence,hard
realtimeconditionsare not an option for completecontrol of the device. Furthermorehard
realtimesoftwareis dif cult to maintainandto extent.
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Themajortrick in our softwarearchitecturds thata soft realtimeschedulefor behaiors
is run as part of the hard realtime schedule. In behaior-orientedrobotics, the control of
a systemis distributed over variousprocesse®r behaiors runningin virtual parallel. The
differentbehaviors, like controlledobstacleavoidance ensurea smoothperformanceof the
base.

A corebehaior, especiallyfrom the viewpoint of ateleoperatedlevice, is operatorcom-
munication,i.e., the transmissiorof control statesfrom the operators consoleor so-called
cockpitto thecontrolhardware( gure 4). To ensurealow-lateng operationoverthelnternet
link, a protocolbasedon UDP paclets hasbeenimplemented. The protocolis completely
statelessThepacletsareformedatthecockpitby synchronougvaluationof the controlstate
andtransmissiorto the onboardPC of the RoboGuardlatformvia Internet. Here, they are
receved andtransmittedto the RoboCubevia the serial port. The communicatiorbehaior
parseghe pacletsandmalkesits contentavailableto otherbehaiors via sharedmemory Op-
eratorcommand-datéor motionis simply fusedwith thedataof otherautonomoudehaiors.

To ensurdow-lateng/-operationthereis noretransmission lost pacletsalthoughUDP
doesnot guaranteesuccessfullelivery of packets. However, since pacletsare transmitted
synchronouslyand are only containingstateinformation, thereis no needto resenda lost
paclet sincethe following paclet will containupdatedstateinformation. By exploiting this
propertyof the protocol,low-lateng operationcanbeassumed.

Thecommunicatiorbetweerthe RoboCubendtheonboard®Cusesnbandhandshaking
to preventbuffer overrunsin the RoboCubesoftware. The communicatiorlayer softwarein
the RoboCubecon rms every paclet with a 0x40 control code. Only if this control code
hasbeenreceved, the onboardPC communicatiorlayer software transmitsthe next paclet.
If the RoboCubecommunicationayer software did not yet con rm a packet when a new
paclet arrivesfrom the Internettransportlayer, this paclet is discardedso that the control
layersoftwareonly recevesrecentpackets,againensuringow-lateng/ operation.

Moreover, the communicationayer measureshe time betweentwo paclets. Wheneer
it becomedoo large, the commandnformationin the last pacletis discardedandthe base
is transferednto a safestatedependingon sensorinformation,i.e. stoppedwith the motor
controlleractively holdingthe lastposition.

Plausibility checkson the samelayer can be usedto discardpaclets or to modify the
implicationsof theinformationthey contain.Thisis donein arule-basednodule.This func-
tionality is optionalandallows a corvenientincorporationof backgroundknowledgeabout
particularapplicationdomains.

2.3 The OS support

TheRoboGuaraontrolsoftwarereliesonthe RoboCubesontrollerplatform,whichis shortly
describedelow, andonit's CubeOSoperatingsystemto implementthe control application.
The CubeOSnanolernel containsreal-time multi-threading,abstractcommunicationinter-

facesandthreadcontrol primitives.Ontop of thenanocorea setof softwaredriversprovides
anapplicationprogrammingnterfaceto the RoboCubes hardware.

3 The Hardware Implementation of the System

— FIGURES abouthere—



A. Birk andH. Kenn: RoboGuarda Teleoperatelobile SecurityRobot

The implementatiorof the RoboGuards basedon the so-calledCubeSystema kind of
constructiorkit for roboticsystemsengineere@ttheVUB Al-lab. TheVUB Al-lab hasquite
sometraditionin developing e xible robotcontrolhardware.Variousexperimentabplatforms
have beenbuild in the lab startingfrom the mid-eightiesup until now. The centerof the
CubeSystens theso-calledRoboCubeontrollerhardware( gure 7) basecontheMC68332
processarThe compaciphysicalshapeof RoboCubés achievedthroughseveraltechniques.
First, board-areas minimizedby using SMD-componentsSecondthreeboardsarestacled
on eachotherleadingto cubicdesignhencets nameRobdCube

— FIGURE6 abouthere—
RoboCubdasaopenbusarchitecturevhichallowsto add“in nitely” mary sensor/moter
interfaceg(at the price of bandwidth).But for mostapplicationghe standardsetof interfaces
shouldbe morethanenough.RoboCubes basicsetof portsconsistof

24 analog/digitalA/D) corvertet

6 digital/analog(D/A) corverter

16 binary Input/Output(binl/O),

5 binaryInputs,

7 timer channel{TPC),and

3 DC-motorcontrollerwith quadrature-encodin@DEC).
The RoboCubés describedn moredetailin [BKWO0O0, BKW98].

— FIGURE7 abouthere—

In additionto its centralcomponentthe RoboCubeascontrollerhardware,the CubeSys-
tem providesadditionalhardware, including electronicsand mechanicsand software com-
ponents.The CubeSystenfieaturesor examplea specialoperatingsystemthe CubeOSsee
[Ken0qQ), which rangesrom a micro-kernelover driversto specialhigh-level languagedike
theprocesslescriptionanguagd’DL (se€[Ste9]). The CubeSystens usedin basicandap-
plied researchindustrialprojectsandacademieducationsee[BWBK99, BWB 98, BB98,
Bir98]). Thereforeawide rangeof sensor andmotorcomponentgxists. The CubeSystem
alsoincludesdedicatedRF-netwrk components.For compatibility reasonsradio-ethernet
servicedvia a mobile PCis usedin the RoboGuard.This PCis alsousedto computethe
video-compressionAll controlandservicerelateddatagoingto andcomingfrom the cockpit
is directly relayedfrom the RF-connectiorto the RoboCubewhich handlesall serviceand
controlrelatedtaskson the RoboGuard.

4 Conclusion

The paperdescribedthe RoboGuarda commercialsurneillancerobot teleoperatedia In-
tranets.Onits hardwareside,theimplementatiorof the RoboGuards basednthe CubeSys-
tem,akind of constructiorkit for robotic systemslts usein the designof the RoboGuards
shortly presentedh this article.

The main focus of this article is on the generalproblemof ensuringsecurebut corve-
nient control of a tele-operatedievice. We presentec specialsoftware architecturewhich
incorporatefuality of Service(QoS)andFail-SafeGuaranteeé-SG).Themainideaof the
architecturésto nd asuitedwayto combinehardandsoftrealtimescheduling.
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Concretelywe usean hierarchicalschedulingstructureasfollows. On the highestlayer,
thereareonly threethreadsT0, T1, T2 runningin time-slotsin a x edfrequeng mastercycle.
TO is run to completionandits subthread§ 0.x establisha hard realtime control, ensuring
FSG.ThethreadT1, which canbe preemptedinvokesa further soft-realtimeschedulefor
behaiors, which provide QoS. The behaiors establishclose,dynamiccouplingsbetween
sensorandmotorscomputedn pseudo-parallelThis includesthe steering-commandsom
the humanin the loop, which are simply fusedwith the autonomoudunctionalities. The
third threadT 2 allows optionalnon-uniformprocessinge.g.,for operatorchange®f mission
parameters.
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Figurel: RoboGuardareteleoperatedrom a so-calledcockpitby a humanwatchguardDespite
thehumanin theloop, RoboGuardsieedquite someautonomougunctionalityensuring=FSGand
QoSasthe network performances unknavn andcaneven breakcompletelydown, especiallyas
wirelesscomponentareinvolved.
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thread TO: autonomous, hard realtime control

- runs to completion (< 1 msec)
- consists of sub-threads T0.x

* scheduled offline
* TO.x ensure FSG

thread T1: semi-autonomous, soft realtime control
- runs with preemption
- invokes a dedicated scheduler (B-scheduling)
* online scheduling of sub-threads T1.x
* implementing a rich set of behaviors
* one sub-thread services the operator
*T1l.x ensure QoS

thread T2: non-uniform processing
- runs with preemption
- services spare-time activities
* operator changes of mission parameters

* puilding up environment maps

* etc.

Figure2: All threadsrunningon a RoboGuardsreclassi ed into threetypes. For eachtype, a
respectie mastettreadhandleshe invocationof its relatedsub-thread.This schemeallows the
combinedusageof hardrealtime,soft realtime,andnon-uniformprocessing.
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emergency control motion control motor control
125 Hz IRQ *
dat dat - read quadrature
update sensor update position decoders
values and orientation v

v v update PID
sanity update motion errors
check errors
active breaking
if necessary

set new
pulsewidth

MC68332 onboard TPU
Channels: A B C D E F
<—| <—|
T | I
b T Q Qo o] Q
[ N = N
v
OC]

Figure3: Thetasksfor realtimecontrolarecyclic processesunningata x edfrequeng. Their
target-waluesareasynchronouslgetby higherlevel behaiors.
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Physical > > / \

Int " Ethernet Wirel Serial Port Serial Port

n erne_ ) reless Data Inband Handshake

transmission Ethernet

Figured: The o w of the controldatafrom the cockpitto the RoboGuard.For certainparts,the

time cannotbe predicted.
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Figure5: Theinsidecoreof theRoboGuard.

11
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camera
tower

sensor
moduls

mobile
base

mobile PC

4x USB-cameras
video compression
WavelLAN RF-ethernet

CubeSystem

5x Ultrasound Sonar

6x Active Infrared
optional (Pyro, Temp., Smoke)

Odometry and Positioning
Motioncontrol

Motorcontrol
Battery- and Powermanagement

Figure6: A schematioverviev of the differentcomponent®f the RoboGuard.

Figure 7. Left: The RoboCubean extremely compactembeddeccomputerfor robot control.
Right: The mobile baseof RoboGuard. It is completelyconstructedrom CubeSystentom-
ponentsincluding the RoboCubeas controller the motor and sensoimodules,as well asthe

battery-managemehtardvare.




