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Abstract

Theso-calledRoboGuardis a mobilesecuritydevice which is tightly integratedinto the
existingsurveillanceframework developedandmarketedby Quadrox,aBelgianSME.Robo-
Guardsaresemi-autonomousmobile robotsproviding video streamsvia wirelessIntranet-
connectionsto existing watchguardsystems,supplementedby variousbasicandoptionalbe-
haviors. RoboGuards�ll severalmarket-niches.Especially, they area seriousalternative to
thestandardapproachof usingClosedCircuit Television(CCTV) for surveillance.Thepaper
describeshow themainchallengesfrom thetelematicsviewpoint,namelyensuringQualityof
Service(QoS)andFail-SafeGuarantees(FSG),aresolvedin this system.
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1 Intr oduction

The so-calledRoboGuardis a joint developmentbetweenQuadrox(see[QUA]), a Belgian
security SME, and two academicpartners,the AI-lab of the Flemish Free University of
Brussels(VUB) and the Interuniversity Micro-ElectronicsCenter(IMEC). A RoboGuard
allows remotemonitoring througha mobile platform using onboardcamerasand sensors.
RoboGuardsaresupplementsandoftenevenalternativesto standardsurveillancetechnology,
namelyClosedCircuit Television (CCTV) andsensor-triggeredsystems.RoboGuardsare
tightly integratedinto the existing rangeof productsof Quadrox. This is an importantas-
pectfor theacceptanceof any novel technologyin well-establishedmarketsascustomersare
usuallynotwilling to completelyreplaceany existing infrastructure.

For ef�ciency andsecurityreasons,theRF-transmittedvideo-streamof theon-boardcam-
erascanbe compressedusinga specialwavelet-encoding(see[DC97]). The IMEC is the
responsiblepartnerfor this featureof RoboGuard.The mobile baseandits control, which
arethe main focusof this paper, areat the handsof the VUB AI-lab. From the telematics
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viewpoint, the major challengesin this part of the projectare to ensureQuality of Service
(QoS) and Fail-SafeGuarantees(FSG) despitethe unpredictableperformanceof standard
Internet/Intranet-technologies,especiallywhenwirelesscomponentsareinvolved.

In accordancewith recentinterestin servicerobotics(seee.g.[Eng89] for anoverview),
therehasalsobeenpreviouswork on securityrobots.This work is widely scattered,ranging
from unmannedgunnedvehiclesfor military reconnaissanceoperations(see[AHE

�

90]) to
theoreticalresearchon reasoningwithin decision-theoreticmodelsof security(see[MF99]).
Our approachdealswith a systemoperatingin semi-structuredenvironmentsunderhuman
controlandwhich is aproduct,i.e., it mustbecompetitiveto existingalternativesolutionsfor
thetask.

Therestof this article is structuredasfollows. In sectiontwo, thesoftwarearchitecture
of the RoboGuardis described.In doing so, thereis a specialemphasison the main chal-
lengesfrom the telematicsviewpoint, namely, how Quality of Service(QoS)andFail-Safe
Guarantees(FSG)canbeensuredwhenanunreliablewirelessnetwork connectionis a major
part of thecontrol loop. The third sectionpresentsthehardwareandthe low-level software
environmentwith which thesystemis implemented.Sectionfour concludesthearticle.

2 The SoftwareAr chitecture

— FIGURE1 abouthere—
RoboGuardsareteleoperatedvia standardnetwork technologiesby humanwatchguards

(�gure 1). Thehumanin theloop ideally feelslikebeingin full controlof thesystem.But the
unpredictableperformanceof networks, in termsof bandwidth,latency, andevenreliability,
makesit necessaryto implementquitesomeautonomyon teleoperateddevices. In doingso,
therearetwo major issues,namelyensuringFSGandQoS.FSGmustnever be violatedat
any cost. For a mobile robot, this meansfor examplethatobstaclesmustbeavoidedor that
thebasemustbestoppedto avoid seriousdamages.QoSin contrastde�nesconstraintswhich
maximizeutility as long as they are not violated. A timely responseto requestsfrom the
operatorfor exampleensuresthat the RoboGuardmovesalongits pathasdesired. If these
constraintsareoccasionallyviolated,they shouldatmostcausesomeslight inconveniencesto
theoperator, but they nevermustput thewholedeviceor missionat risk.

— FIGURE2 abouthere—
The main challengefor telematicsapplicationsis to �nd a softwarearchitecturewhich

supportsthesedifferenttypesof processes.For RoboGuard,we usefollowing approach(�g-
ure2). Therun-timesystemconsistsof threecyclic masterthreadsT0, T1, andT2 runningin
timeslotsin a 125Hz majorcycle. T0 includeseverythingdealingwith FSQ.It establishesa
hardrealtimecontrol-system.It is runto completionandits componentsarescheduledof�ine.
On theRoboGuard,T0 coversthemotor- andbasicmotion-controlaswell asodometryand
positioning.

The sub-threadsof the master-threadT1 areso-calledbehaviors. Following the �eld of
behavior-orientedrobotics(seee.g.[Bro86, Ste91, Ste94] for an overview), reactive control
schemesare usedto establishclose,dynamiccouplingsbetweensensorsand motors(see
[Bro86, Ste91]) whicharecomputedin pseudo-parallel.Behaviorson theRoboGuardcanbe
usedto keeptherobotonatrajectory, to avoidobstacles,to approachatarget,to autonomously
scanfor intruders,andso on. The steeringcommandsfrom the operatorareservicedin a
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dedicatedbehavior. They aretransformedto motion commandsandfusedwith the motion
commandsfrom all otherbehaviors.

— FIGURE3 abouthere—
For thebehaviors, soft realtimeconstraintsaretheonly possibleway to go. The“ideal”

deadlineuntil whena behaviors hasto behandledis in mostcasesnot known asit depends
on unpredictableor simply too many conditions. The behaviors arescheduledonline by a
specialso-calledB-scheduler(see[BK00]) which is invokedby T1. Notethatthis scheduler
aswell asthebehaviorsarepre-emptedby themaster-scheduler. TheB-schedulerguarantees
a idle-free,optimally balancedexecutionof thebehaviors,thusoptimizingQoS.

— FIGURE4 abouthere—
Sparetime activities, i.e., processeswhich neithercontribute to the FSGnor the QoS,

are handledin the master-threadT2. They can include the occasionalchangeof mission
parametersby theoperator, theconstructionof environmentmaps,andsoon.

2.1 The hard realtimecontrol

TheT0 layer interactswith thehigherlayersvia a sharedmemorybuffer that is written by a
threadfrom a higherlayer andis readby the lower-layerT0 thread.The write operationis
madeatomicby delayingtheexecutionof theT0 threadduringwrite operations.So,target-
valuesin themotion-controllercanbeasynchronouslysetby higherlevel behaviors.

The motion-controllerso-to-saytransformsthe target-valueson basisof odometricdata
to appropriatetarget-valuesfor themotor-control. Themotion-andmotor-control layersare
basedongenericsoftwaremodulesfor differentialdriverobots,featuring

� PID-controlof wheelspeed
� odometricposition-andorientation-tracking
� rotationalandtranslationaltrajectorycontrol
� emergency breaking

As mentionedbefore,all of theinvolvedsubthreadsT0.xarescheduledoff-line to achieve
a hardreal-timecontrol. This allows especiallyto includean emergency-modulewhich en-
suresthattherobotis stoppedif it is extremelycloseto anobstacle.Thissubthreadusesactive
breakingto getthebaseto a fast,but uncontrolledstop.Hence,thebasewill beprotectedin
suchcircumstancesfrom damage,but valuablepositioningandtrajectoryinformationwill be
necessarilylostasthis harshbreakingwill includeslippingmotions.

Theoptionof thissubthreadis henceexplicitly for guaranteeingfailure-safety, whichonly
kicks in on extremelyrareoccasions.Normalobstacleavoidance,includingcontrolledstops
whichareautonomouslyactivatedby thebase,arehandledon thelayerof T1.

2.2 The soft realtimecontrol via behaviors

Thehardrealtimeis neededto ensureFSG.But for tele-operateddevicesin general,network
performance,especiallyfor wirelesssolutions,can usually not be predicted. Hence,hard
realtimeconditionsarenot anoption for completecontrol of thedevice. Furthermore,hard
realtimesoftwareis dif�cult to maintainandto extent.
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Themajortrick in our softwarearchitectureis thatasoft realtimeschedulerfor behaviors
is run as part of the hard realtimeschedule. In behavior-orientedrobotics, the control of
a systemis distributedover variousprocessesor behaviors runningin virtual parallel. The
differentbehaviors, like controlledobstacleavoidance,ensurea smoothperformanceof the
base.

A corebehavior, especiallyfrom theviewpoint of a teleoperateddevice, is operatorcom-
munication,i.e., the transmissionof control statesfrom the operator's consoleor so-called
cockpitto thecontrolhardware(�gure 4). To ensurea low-latency operationover theInternet
link, a protocolbasedon UDP packetshasbeenimplemented.The protocol is completely
stateless.Thepacketsareformedatthecockpitby synchronousevaluationof thecontrolstate
andtransmissionto theonboardPCof theRoboGuardplatformvia Internet.Here,they are
receivedandtransmittedto theRoboCubevia theserialport. The communicationbehavior
parsesthepacketsandmakesits contentavailableto otherbehaviorsvia sharedmemory. Op-
eratorcommand-datafor motionis simplyfusedwith thedataof otherautonomousbehaviors.

To ensurelow-latency-operation,thereis noretransmissionon lostpacketsalthoughUDP
doesnot guaranteesuccessfuldelivery of packets. However, sincepacketsare transmitted
synchronouslyandareonly containingstateinformation, thereis no needto resenda lost
packet sincethe following packet will containupdatedstateinformation. By exploiting this
propertyof theprotocol,low-latency operationcanbeassumed.

ThecommunicationbetweentheRoboCubeandtheonboardPCusesinbandhandshaking
to preventbuffer overrunsin theRoboCubesoftware. Thecommunicationlayersoftwarein
the RoboCubecon�rms every packet with a 0x40 control code. Only if this control code
hasbeenreceived,theonboardPCcommunicationlayersoftwaretransmitsthenext packet.
If the RoboCubecommunicationlayer software did not yet con�rm a packet when a new
packet arrivesfrom the Internettransportlayer, this packet is discardedso that the control
layersoftwareonly receivesrecentpackets,againensuringlow-latency operation.

Moreover, thecommunicationlayer measuresthe time betweentwo packets. Whenever
it becomestoo large, the commandinformationin the last packet is discardedandthe base
is transferedinto a safestatedependingon sensorinformation,i.e. stoppedwith the motor
controlleractively holdingthelastposition.

Plausibility checkson the samelayer can be usedto discardpacketsor to modify the
implicationsof theinformationthey contain.This is donein a rule-basedmodule.This func-
tionality is optionalandallows a convenientincorporationof backgroundknowledgeabout
particularapplicationdomains.

2.3 The OS support

TheRoboGuardcontrolsoftwarereliesontheRoboCubecontrollerplatform,whichis shortly
describedbelow, andon it' s CubeOSoperatingsystemto implementthecontrolapplication.
The CubeOSnanokernelcontainsreal-timemulti-threading,abstractcommunicationinter-
facesandthreadcontrolprimitives.Ontopof thenanocore,asetof softwaredriversprovides
anapplicationprogramminginterfaceto theRoboCube'shardware.

3 The Hardware Implementation of the System

— FIGURE5 abouthere—
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The implementationof theRoboGuardis basedon theso-calledCubeSystem,a kind of
constructionkit for roboticsystems,engineeredattheVUB AI-lab. TheVUB AI-lab hasquite
sometraditionin developing�e xible robotcontrolhardware.Variousexperimentalplatforms
have beenbuild in the lab startingfrom the mid-eightiesup until now. The centerof the
CubeSystemis theso-calledRoboCubecontrollerhardware(�gure 7) basedontheMC68332
processor. Thecompactphysicalshapeof RoboCubeis achievedthroughseveraltechniques.
First, board-areais minimizedby usingSMD-components.Second,threeboardsarestacked
oneachotherleadingto cubicdesign,henceits nameRoboCube.

— FIGURE6 abouthere—
RoboCubehasaopenbusarchitecturewhichallowstoadd“in�nitely” many sensor/motor-

interfaces(at thepriceof bandwidth).But for mostapplicationsthestandardsetof interfaces
shouldbemorethanenough.RoboCube'sbasicsetof portsconsistsof

� 24analog/digital(A/D) converter,
� 6 digital/analog(D/A) converter,
� 16binaryInput/Output(binI/O),
� 5 binaryInputs,
� 7 timerchannels(TPC),and
� 3 DC-motorcontrollerwith quadrature-encoding(QDEC).

TheRoboCubeis describedin moredetail in [BKW00, BKW98].

— FIGURE7 abouthere—
In additionto its centralcomponent,theRoboCubeascontrollerhardware,theCubeSys-

tem providesadditionalhardware,including electronicsandmechanics,andsoftwarecom-
ponents.TheCubeSystemfeaturesfor examplea specialoperatingsystem,theCubeOS(see
[Ken00]), which rangesfrom a micro-kerneloverdriversto specialhigh-level languageslike
theprocessdescriptionlanguagePDL (see[Ste92]). TheCubeSystemis usedin basicandap-
plied research,industrialprojectsandacademiceducation(see[BWBK99, BWB

�

98, BB98,
Bir98]). Therefore,a wide rangeof sensor- andmotor-componentsexists. TheCubeSystem
also includesdedicatedRF-network components.For compatibility reasons,radio-ethernet
servicedvia a mobile PC is usedin the RoboGuard.This PC is alsousedto computethe
video-compression.All controlandservicerelateddatagoingto andcomingfrom thecockpit
is directly relayedfrom the RF-connectionto the RoboCubewhich handlesall serviceand
controlrelatedtaskson theRoboGuard.

4 Conclusion

The paperdescribedthe RoboGuard,a commercialsurveillancerobot teleoperatedvia In-
tranets.On its hardwareside,theimplementationof theRoboGuardis basedontheCubeSys-
tem,a kind of constructionkit for roboticsystems.Its usein thedesignof theRoboGuardis
shortlypresentedin thisarticle.

The main focusof this article is on the generalproblemof ensuringsecurebut conve-
nient control of a tele-operateddevice. We presenteda specialsoftwarearchitecturewhich
incorporatesQuality of Service(QoS)andFail-SafeGuarantees(FSG).Themainideaof the
architectureis to �nd a suitedway to combinehardandsoft realtimescheduling.
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Concretely, we useanhierarchicalschedulingstructureasfollows. On thehighestlayer,
thereareonly threethreadsT0,T1, T2 runningin time-slotsin a�x edfrequency mastercycle.
T0 is run to completionandits subthreadsT0.x establisha hardrealtimecontrol, ensuring
FSG.The threadT1, which canbe preempted,invokesa further soft-realtimeschedulerfor
behaviors, which provide QoS.The behaviors establishclose,dynamiccouplingsbetween
sensorsandmotorscomputedin pseudo-parallel.This includesthesteering-commandsfrom
the humanin the loop, which are simply fusedwith the autonomousfunctionalities. The
third threadT2 allowsoptionalnon-uniformprocessing,e.g.,for operatorchangesof mission
parameters.
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RoboGuard
cockpit

down-link

up-link

Internet
(Intranet)

RF-connection

Figure1: RoboGuardsareteleoperatedfrom aso-calledcockpitby ahumanwatchguard.Despite
thehumanin theloop,RoboGuardsneedquitesomeautonomousfunctionalityensuringFSGand
QoSasthenetwork performanceis unknown andcanevenbreakcompletelydown, especiallyas
wirelesscomponentsareinvolved.
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thread T0: autonomous, hard realtime control

- runs to completion (< 1 msec)

- consists of sub-threads T0.x

* scheduled offline

* T0.x ensure 

thread T1: semi-autonomous, soft realtime control

- runs with preemption

- invokes a dedicated scheduler (B-scheduling)

thread T2: non-uniform processing

- runs with preemption

- services spare-time activities

* online scheduling of sub-threads T1.x

* implementing a rich set of behaviors

* one sub-thread services the operator

* T1.x ensure 

* operator changes of mission parameters

* building up environment maps

* etc.

FSG

QoS

Figure2: All threadsrunningon a RoboGuardsareclassi�ed into threetypes. For eachtype,a
respective master-treadhandlesthe invocationof its relatedsub-thread.This schemeallows the
combinedusageof hardrealtime,soft realtime,andnon-uniformprocessing.
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Figure3: Thetasksfor realtimecontrolarecyclic processesrunningat a �x edfrequency. Their
target-valuesareasynchronouslysetby higherlevel behaviors.
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Cockpit
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Application

Transport
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Data Link

Physical

Internet
transmission
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Wireless
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Wireless
Bridge

Onboard
PC

RoboCube

Serial Port
Data

Serial Port
Inband Handshake

Figure4: The �o w of thecontroldatafrom thecockpit to theRoboGuard.For certainparts,the
timecannotbepredicted.
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Figure5: Theinsidecoreof theRoboGuard.
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mobile PC

CubeSystem

mobile
base

moduls
sensor

tower
camera

Battery- and Powermanagement
Motorcontrol
Motioncontrol
Odometry and Positioning

5x Ultrasound Sonar

optional (Pyro, Temp., Smoke)
6x Active Infrared

4x USB-cameras
video compression
WaveLAN RF-ethernet

Figure6: A schematicoverview of thedifferentcomponentsof theRoboGuard.

Figure 7: Left: The RoboCube,an extremely compactembeddedcomputerfor robot control.
Right: The mobile baseof RoboGuard. It is completelyconstructedfrom CubeSystemcom-
ponentsincluding the RoboCubeas controller, the motor- and sensor-modules,as well as the
battery-managementhardware.


