what is offered here’

Overviews, Paths, Definitions, Terminology,
Foundations, Methods, Algorithms
Realities,
Current research trends, Projects,
Perspectives,
.. and some theory

Operating System & Networks 2003

Uwe R. Zimmer - International University Bremen inoriorabour Operating Systems & Networks

who could be interested in thls’

anybody who ...

.. would like to see
how rich, diverse and deep the real world of operating systems goes

.. would like to learn how to create predictability
and fault-tolerant operating systems

.. would like to know more about the usage of
% of all pprocessors (and thus operating systems)

95

who are these people? mtroductlan

This course will be given by
Holger Kenn for the networks sections

and

7 Uwe R. Zimmer for the operating systems sections
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haw erI this all be done?

0 Lectures (320-202):

Topics in operating systems

« 2 perweek ... all the nice stuff and theory

Tuesday, 8:00-9:15; Friday, 11-12:15 - all in Conrad Naber lecture hall
0 Labs (Advanced CS lab), independent course, but related (320-222): 1. Introduction
« 2 sessions per week ... all the rough stuff and practice

Monday 15:30-19:30; Tuesday 15:30-19:30 2. Hardware basics

0 Resources:
3. Processes

« introduced in the lectures and collected on the course page:
http: //www.facul ty. iu-bremen.de/course/FundCS2/ 4.,

Memory management
. as well as schedules, slides, code, etc. pp. ... keep an eye on these pages!

O Assessment:

« Two exams, 50% each, one oral exam, one written exam - assignments for self-checking

02003 Usve R. Zimmer, nternational University Bremen

Table of contents

2. Hardware Fundamentals

* General computer architecture
. CPU

* Registers
« Traps/Interrupts & protected modes

* Memory

* General memory layout
« Caching

* 1/0 systems
« 1/0 controllers, I/O buses, device programming
+ Some examples of pprocessors

« small scale pcontroller (68HCO5)
« Full scale integrated processor (MCP565)
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Operatlng Systems & Networks

Table of contents

3. Processes

« Processes and threads
« Architectures, definitions, process states
« Synchronization

« Shared memory based synchronization
« Message based synchronization

* Deadlocks
* Detection, avoidance, and prevention (& recovery)
« Scheduling

« Basic performance based scheduling
« Basic predictable scheduling
« Aperiodic, sporadic, and synchronized tasks
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Table of contents Table of contents

3.1 Synchronization methods 3.2 Deadlocks

* Shared memory based synchronization * Ignorance & recovery

« Semaphores 00'C, POSIX — Dijkstra « O kil some seemingly persistently blocked processes from time to time’ (exasperation)

« Conditional critical regions 0 Edison (experimental) .

« Monitors O Modula-1, Mesa — Dijkstra, Hoare, .... * Deadlock detection & recovery

. I;Au(e:e~§<n3ndxt::n3l variables 0 POSIX . « 0 multiple methods for detection, e.g. resource allocation graphs, Banker's algorithm
« Synchronized methods cal-time Java 5 oo

 Protected objects 0 Ada95 * 0 recovery is mostly ‘ugly

* Message based synchronization * Deadlock avoidance

« 0 check system safety before allocating resources, e.g. Banker's algorithm
Asynchronous messages

Synchronous messages
Remote invocation, remote procedure call
Synchronization in distributed systems

0 e.g. POSIX, ..
O e.g. Ada95, CHILL, Occam2
0 e.g. Ada95,

0 e.g. CORBA, ...

* Deadlock prevention

* [ eliminate one of the pre-conditions for deadlocks

Table of contents

3.3 Scheduling

* Basic performance based scheduling

+ C; is not known: first-come-first-served (FCFS), round robin (RR),
and feedback-scheduling

+ C; is known: shortest job first (SJF), highest response ration first (HRRF),
shortest remaining time first (SRTF)-scheduling

* Basic predictable scheduling

* Fixed Priority Scheduling (FPS) with Rate Monotonic (RMPO)
 Earliest Deadline First (EDF)

* Real-world extensions

« Aperiodic, sporadic, soft real-time tasks
* Synchronized talks (priority inheritance, priority ceiling protocols)

Table of contents

4. Memory

* Requirements & hardware structures
« MMU features & requirements
* Partitioning, segmentation, paging & virtual memory

« Simple segmentation

« simple paging, multi-level paging, combined segmentation & paging
« Translation look aside buffers

« Hashed tables, Inverted page tables

* Virtual memory management algorithms

« Fetching & placement

« Replacement

* Resident set management
« Cleaning

* Load control

52003 Uwe R. Zimmer, International University Bremen
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References for this chapler

[Silberschatz01] [Tanenbaum97]
Abraham  Silberschatz, Peter Bear Galvin, Andrew S. Tanenbaum, Albert S. Woodhull
Greg Gagne

Operating Systems: Design and Implementation

Operating System Concepts Prentice Hall, 1997

John Wiley & Sons, Inc,, 2001
[Stallings2001]

William Stallings

Operating Systems

Prentice Hall, 2001

[Tanenbaum95]
Andrew S. Tanenbaum
Distributed Operating Systems
Prentice Hall, 1995

all references and some links are available on the course page

Introduction

Uwe R. Zimmer - International University Bremen
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Whal are operatmg system based an’

/ confi i

Hardware envir ig
+ stand-alone, universal, single-processor machines
* symmetrical multiprocessor-machines
+ local distributed systems
* open, web-based systems

« dedicated/embedded computing
What is the common ground for operating systems?

What is an operating system?

2003 Uwe R. Zimme, International University Bremen
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Whal is an operatmg system? )

1. A virtual machine!

.. offering a more comfortable, robust, reliable, flexible ... machine

_/ run-time

Environment
Hardware
Typ. embedded system

Hardware
Typ. real-time system

Hardware
Typ. general OS

©2003 Unwe R. Zimmer, ntermational Universiy Bremen Fage 1401 432 (chapter 1:10 69
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What is an operatmg system?

2. A resource manager!

. dealing with all sorts of devices and coordinating access

Operating systems deal with
« processors,

« memory

« mass storage

* communication channels

* devices
(timers, special purpose processors, interfaces, ...)

0 and many tasks/processes/programs, which are applying for access to these resources

02003 Uwe R. Zimmer, International University Bremen

What is an operatmg system?

Is there a standard set of features for an operating system?

0 no,
the term ‘operating systems’ covers 4KB kernels,
as well as 1GB installations of general purpose OSs.

Is there a minimal set of features?
O almost,
memory management, process management and inter-process communication/synchronization
will be considered essential in most systems.
Is there always an explicit operating system?

0 no,
some languages and development systems operate with stand-alone run-time-environments.

« in the beginning: single user, single program, single task, serial processing 0 no OS
« 50s: System monitors / batch processing
0 the monitor ordered the sequence of jobs and triggered their sequential execution

* 50s-60s: Advanced system monitors / batch processing:
0 the monitor is handling interrupts and timers
O first support for memory protection
first implementations of privileged instructions (accessible by the monitor only).
« early 60s: Multiprogramming systems:
0 employ the long device I/0 delays for switches to other, runable programs
« carly 60s: Multiprogramming, time-sharing systems:

0 assign time-slices to each program and switch regularly
« early 70s: Multitasking systems - multiple developments resulting in UNIX (besides others)

« early 80s: single user, single tasking systems, with emphasis on user interface (MacOS) or APls.
MS-DOS, CP/M, MacOS and others first employed ‘small scale’ CPUs (personal computers).

« mid-80s: Distributed/multiprocessor operating systems - modern UNIX systems (SYSV, BSD)

The evoll of [ icat
« 1901: first wireless data transmission (Morse-code from ships to shore)
« 56 first

of data through phone-|

« /62:first transmission of data via satellites (Telstar)

* '69: ARPA-net (predecessor of the current internet)

« 80s: introduction of fast local networks (LANs): ethernet, token-ring

* 90s: mass introduction of wireless networks (LAN and WAN)

Currently: standard consumer computers come with

Page 17 01 432 (chapter 11069

Types of current operatmg systems

Personal computing systems and workstations:
« late 70s: Workstations starting by porting UNIX or VMS to ‘smaller’ computers.

* 80s: PCs starting with almost none of the classical OS-features and services,
but with an user-interface (MacOS) and simple device drivers (MS-DOS)

O last 20 years: evolving and expanding into current general purpose OSs:

Solaris (based on SVR4, BSD, and SunOS)

LINUX (open source UNIX re-implementation for x86 processors and others)

current Windows (proprietary, partly based on Windows NT, which is ‘related’ to VMS)
MacOS X (Mach kernel with BSD Unix and an proprietary user-interface)

« Multiprocessing is supported by all these OSs to some extend.
« None of these OSs is very suitable for embedded systems, also trials have been performed.

* All of these OSs are not suitable at all for distributed or real-time systems.

52003 Uwe R. Zimver, International University Bremen Page 21 01 432 (chapter 110 89
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Types of current operatmg systems

Parallel operating systems
« support for a large number of processors, either:
« symmetrical:

each CPU has a full copy of the operating system

« asymmetrical:
only one CPU carries the full operating system,
the others are operated by small operating system stubs to transfer code or tasks.

02003 Uwe R. Zimmer, international University Bremen
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Operatmg Systems & Networks

Types of current operating systems

Distributed operating systems
« all CPUs carry a small kernel operating system for communication services.
* all other OS-services are distributed over available CPUs
* services may migrate
* services can be multiplied in order to

* guarantee availability (hot stand-by)
« orto increase throughput (heavy duty servers)

Fage 19 of 432 (chaper 1:10.69)

« High speed network connectors (e.g. GB-ethernet)
« Wireless LAN (e.g. IEEE802.11)
« Local device bus-system (e.g. firewire)
« Wireless local device network (e.g. bluetooth)
« Infrared communication (e.g. IrDA)
« Modem
52003 Une R.Zummer, Inermational Univeriy Bremen
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Types of current operatmg systems
Real-time operating systems

« Fastcontextswitehes? [ should be fast anyway
« Smalksizez 1 should be small anyway
. Quick

ds-to-external
P P

20 not ‘quick] but predictable
 Multitasking? 0 real time systems are often multitasking systems

« dowlevel-programming interfaces? 0 needed in many operating systems

* Interprocess-communication-toels? [ needed in almost all operating systems

fault tolerance builds on redundancy!

Types of turrent operallng syslems
Real-time operating systems requesting ...

0 the logical correctness of the results as well as

O the correctness of the time, when the results are delivered

[ Predictability!

(not performance!)

O All results are to be delivered just-in-time - not too early, not too late.
Timing constraints are specified in many different ways ...
.. often as a response to ‘external’ events [ reactive systems

52003 Uwe R. Zimmer, International University Bremen Page 25 of 432 (chapter 110 69
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Types of current operatmg systems

Embedded operating systems
* usually real-time systems, often hard real-time systems
« very small footprint (often a few KBs)
« none or limited user-interaction

0 90-95% of all processors are working here!

© 2003 Une R. Zimmer, ntermational University Bremen
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I.‘lal

Roots of current ce

5 SY

Dedicated operating systems
(real-time, embedded, distributed)

/4

Advanced topics,
Current research

projects

methods, algorithms, terminologies
(50s to mid 80s)

Current general
purpose OSs

52003 Uwe R. Zimrer, International University Bremen
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Typlcal structures of operatmg systems

‘Monolithic’ or ‘the big mess’
* non-portable
* hard to maintain

« lacks reliability

« all services are in the kernel (on the same privilege level)

0 may reach very high efficiency

Monolithic

e.g. most early UNIX implementations (70s),
MS-DOS (80s), Windows (basically all versions besides NT and NT-based editions),
MacOS (until version 9),

Typlcal structures of uperatmg systems

‘Monolithic & modular’

« Modules can be platform independent

« Easier to maintain and to develop

« Reliability is increased

« all services are still in the kernel (on the same privilege level)

0 may reach very high efficiency

Hardware
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Typlcal structures of operatmg systems

‘Monolithic & layered’

« easily portable

« significantly easier to maintain

 crashing layers do not necessarily stop the whole OS
« possibly reduced efficiency through many interfaces

 rigorous implementation of the stacked virtual machine perspective
on OSs

'© 2003 Unwe R. Zimmer, International Uriversity Bremen

Typlcal slruclures of opera tmg systems

‘ukernels and virtual machines’

+ pkernel implements essential
process, memory, and message handling
« all *higher’ services are dealt with outside the
kernel [ no threat for the kernel stability L s |

« significantly easier to maintain

« multiple OSs can be executed at the same time

2003 Uwe R. Zimme, International University Bremen

Page 28 of 432 (chapter 110 89

Typwal structures of opera tmg systems

‘ukernels and client-server models’
« pkernel implements essential
process, memory, and message handling
« all‘higher’ services are user-level servers

« kernel ensures the reliable message passing
between clients and servers

* highly modular and flexible

« pkernel is highly hardware dependent Har dware « servers can be redundant and easily replaced RS
Modular Layered ,
’ 0 only the pkernel necd to be ported. kernel, virtual machine * possibly reduced efficiency through increased kernel, client server structure
« possibly reduced efficiency through increased pkernel, communications ¥ g
e.g. current LINUX versions ! y
communications
e.g. current pkernel research projects
e 5°r”e"f’e;‘(’[“’gs9(“;'x ‘“T"g‘ECSm:t"e‘;‘\“OD”flfc‘i ,2‘;;3"5) toacertain degree, e.g. wide spread concept: as early as the CP/M, VM/370 (79)
¥ res s (&8 ystem, Dijks oras recent as MacOS X (mach kernel + BSD unix)
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Typ:cal structures of operatmg systems

‘ukernels and distributed systems’

ardware !\

« pkernel implements essential
process, memory, and message handling

all higher services are user-level servers
« kernel ensures the reliable message passing
between clients and servers:

locally and via a communication system

highly modular and flexible

e

Bas:c programmmg styles

« Imperative (sequential) 0 Ada, JAVA, Eiffel, C...
« Functional (recursive) O Lisp, OCaml, ..

« Declarative (logic) 0 Prolog, ...

« Data-flow machines O Lustre, Signal,

« (hierarchical) Finite state machines O synchronous languages: Esterel, syncEifel, synERJY, ...

Programming styles alternatives

Programmmg styles

What makes a language suitable for operating systems?

 Precise expressions on machine level 0 address physical memory + 1/0
* Concurrency O support for tasking/threading
 Distribution O support for message passing or rpc

* Reliability O detect errors at compile-time or in the run-time environment

Programmmg styles

Languages considered in this course

® C/C++ (for the lab-assignments)

* Ada95 (for your understanding)

* JAVA (for some distribution and object orientated features)
* POSIX (as the IEEE standard for (UNIX-) OS interfaces)

Imperative .. Functional .. Declarative .. Data-flow .. Finite state machines
® servers can be redundant and easily replaced Static .. Dynamic e Large systems 0 scalable, modular, or object-oriented + separate compilation . others in places
« possibly reduced efficiency through increased Network . _ Distri -
P mnications Modular .. Concurrent - Dlstnb.uted « Predictability
pkernel, distributed systems Synchronous .. Continuous time 0 no operations which will lead to unforeseeable timing behaviours (e.g. garbage collection)
e.g. Java machines, distributed real-time operat- Control oriented .. Data oriented
ing systems + current distributed OSs research projects
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Ada95

Ada95 is a standardized (ISO/IEC 8652:1995(E)) ‘general purpose’ language
with core language primitives for

* strong typing, separate compilation (specification and implementation),
object-orientation,

® concurrency, monitors, rpcs, timeouts, scheduling, priority ceiling locks
e strong run-time environments
. and standardized language-annexes for

* additional real-time features, distributed programming,
system-level programming, numeric, informations systems,
safety and security issues.

Operating Systems & Networks

Ada95

A crash course
. refreshing:
« specification and implementation (body) parts, basic types
* exceptions
« information hiding in specifications (‘private’)
® generic programming
¢ class-wide programming (‘tagged types’)
* monitors and synchronisation (‘protected’, ‘entries’, ‘selects’, ‘accepts’)

« abstract types and dispatching

Operating Systems & Networks

Ada95

Basics
. introducing:
« specification and implementation (body) parts
® constants
* some basic types (integer specifics)
* some type attributes

* parameter specification

ng Systems & Networks

Operatl

A s:mple queue spec:frcat:on

package Queue_Pack_Simple is
QueueSize : constant Positive := 10;
type Element is new Positive range 1.000..40_000;
type Marker is mod QueueSize;
type List is array (Marker'Range) of Element;
type Queue_Type is record
Top, Free : Marker := Marker'First;
Elements : List;
end record;

procedure Enqueue (Item: in Element; Queue: in out Queue_Typed;
procedure Dequeue (Item: out Element; Queue: in out Queue_Typed;

end Queue_Pack_Simple;

52003 Uwe R. Zimver, International University Bremen

A s:mple queue lmplementatlon

package body Queue_Pack_Simple is
procedure Enqueue (Item: in Element; Queue: in out Queue_Type) is
begin
Queue.Elements (Queue.Free)
Queue.Free := Queue.Free - 1j
end Enqueue;

Item;

procedure Dequeue (Item: out Element; Queue: in out Queue_Tupe) is
begin

Item := Queue.Elements (Queue.Top);

Queue.Top := Queue.Top - 1
end Dequeue;

end Queue_Pack_Simple;

02003 Uwe R. Zimmer, international University Bremen
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A slmple queue test program

with Queue_Pack_Simple; use Queue Pack_Simple;
procedure Queue_Test_Simple is

Queue : Queue_Type;
Item : Element;

begin
Enqueue (2000, Queue);
Dequeue (Item, Queue);
Dequeue (Item, Queued; —- will produce an unpredictable result!
end Queue_Test_Simple;
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Ada 95

Exceptions
. introducing:
* exception handling
* enumeration types

« functional type attributes

52003 Uwe R. Zimrer, International University Bremen
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A queue spenflcatlon with proper exceptlons

package Queue_Pack_Exceptions is

QueueSize : constant Integer := 10;

type Element is (Up, Down, Spin, Turn);

type Marker is mod QueueSize;

type List is array (Marker'Ranged of Element;

type Queue_State is (Empty, Filled);

type Queue_Type is record
Top, Free : Marker := Marker'First;
State : Queue_State := Empty;
Elements : List;

end record;

procedure Enqueue (Item: in Element; Queue: in out Queue_Typed;
procedure Dequeue (Item: out Element; Queue: in out Queue_Typed;

Queueoverflou, Queueunderflow : exception;

end Queue_Pack_Exceptions;
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A queue lmplementatmns w:th proper exceptmns

package body Queue_Pack_Exceptions is
procedure Enqueue (Item: in Element; Queue: in out Queue_Type) is
begin
if Queue.State = Filled and Queue.Top =
raise Queueoverflow;
end if;
Queue.Elements (Queue.Free) := Item;
Queue .Free Marker'Pred (Queue.Freed;
Queue.State := Filled;
end Enqueue;

Queue.Free then

procedure Dequeue (Item: out Element; Queue: in out Queue_Type) is
begin
if Queue.State = Empty then
raise Queueunderflou;

= Queue.Elements (Queue.Top);
= Marker 'Pred (Queue.Top);
Queue.Free then Queue.State :=

Empty; end if;

if Queve.Top =
end Dequeue;

end Queue_Pack_Exceptions;

52003 Uwe R. Zimmer, Intermational Universiy Bremen
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A queue test program w:th proper exceptwns
with Queue_Pack_Exceptions; use Queue_Pack_Exceptions;

with Ada.Text_10; use Ada.Text_I0;

procedure Queue_Test_Exceptions is

Queue : Queue_Type;
Item : Element;

begin
Enqueue (Turn, Queue);
Dequeue (Item, Queue);
Dequeue (Item, Queued; -- will produce a 'Queue underflow

exception
when Queueunderflow  => Put ("Queue underflow");
when Queueoverflow  => Put (“Queue overflou”);

end Queue_Test_Exceptions;

©2003 Unve R Zimmer
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Ada95

Information hiding (private parts)
. introducing:
* private 0 assignments and comparisons are allowed

« limited private 0 entity cannot be assigned or compared

2003 Uwe R. Zimmer, International University Bremen Page 44 of 432 (chapter 110 69
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«@)

A queue specification with proper mformatmn hldmg

package Queue_Pack_Private is
QueueSize : constant Integer := 10;
type Element is new Positive range 1..1000;
type Queue_Type is limited private;

procedure Enqueue (Item: in Element; Queue: in out Queue_Typed;
procedure Dequeue (Item: out Element; Queue: in out Queue_Typed;

Queueoverflow, Queueunderflow : exception;

private
type Marker is mod QueueSize;
type List is array C(Marker'Ranged of Element;
type Queue_State is (Empty, Filled);
type Queue_Type is record
Top, Free : Marker :
State : Queue_State :
Elements : List;
end record;
end Queue_Pack_Private;

Marker 'First;
Empty;
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package body Queue_Pack_Private is
procedure Enqueue (Item: in Element; Queue: in out Quels
begin
if Queue.State = Filled and Queue.Top = Queue {reghthe
raise Queueoverflou;
end if;
Queue.Elements (Queue.Free)
Queue .Free
Queue.State :
end Enqueue;

_Type) is

= Lten;
Queue.Free - I;
= Filled;

procedure Dequeug (Item: out
begin

if Queue.Statelk Efbiy” then

raise QuepEes derillouw;

end if;

Item :\) QueUsp Elements (Queue.Top);

Queue . Top) : =WQusdie . Top - 1

if Queue.(pp = Queue.Free then Queue.State
end Dequeue;

Tlemejt; Queue: in out Queue_Typed is

1= Empty; end if;

end Queue_Pack_Private;

A queue test pragram w:th proper mfarmatmn h:dmg

with Queue_Pack_Private; use Queue_Pack_Private;
with Ada.Text_I0; use Ada.Text_I0;

procedure Queue_Test_Private is

Queue, Queue_Copy : Queue_Type;
Item : Element;

begin
Queue_Copy := Queue;
-- compiler-error: left hand of assignment must not be limited tupe
Enqueue (Item => 1, Queue => Queue);
Dequeue (Item, Queue);

Dequeue (Item, Queued; -- will produce a 'Queue underflou’
exception
uhen Queueunderflow  => Put ("Queue underflou");

when Queueoverflow  =>
end Queue_Test_Private;

Put ("Queue overflow");

Ada95
Generic packages
. introducing:

* specification of generic packages

« instantiation of generic packages

A genenc queue spec:flmtwn

generic
type Element is private;

package Queue_Pack_Generic is

QueueSize: constant Integer := 10;
type Queue_Type is limited private;

procedure Enqueue (Item: in Element; Queue: in out Queue_Typed;
procedure Dequeue (Item: out Element; Queue: in out Queue_Typed;

Queueoverflow, Queueunderflow : exception;

private
type Marker is mod QueueSize;
type List is array (Marker'Range) of Element;
type Queue_State is (Empty, Filled);
type Queue_Tupe is record
Top, Free : Marker := Marker 'First;
State : Queue-State := Empty;
Elements : List;
end record;
end Queue_Pack—Generic;

02003 Uwe R. Zimmer, International University Bremen
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A generic queue :mplementatmn
package body Queue_Pack_Generic is

procedure Enqueue (Item:
begin
if Queue.State = Filled and Queue.Top =
raise Queueoverflow;
end if;
Queue.Elements (Queue.Free)
Queue .Free Queue.Free - 1;
Queue.State := Filled;
end Enqueue;

in Element; Queue: in out Qued

_Type) is

Queue {reg) the

Ltem;

procedure Dequeue (Item: out
begin

if Queue.Statelrs Efbiy” then

raise Queyee der low;

end if,

Item :( QueU Elenents (Queue.Top);

Queue .Top), : =dgusde .Top -

if Queue.(pp = Queue.Free then Queue.State
end Dequeue;

Tlemejt; Queue: in out Queue_Typed is

1= Empty; end if;

end Queue_Pack_Generic;
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A generic queue test program

with Queue_Pack_Generic;
with Ada.Text_I0; use Ada.Text_I0;
procedure Queue_Test_Generic is
package Queue_Pack_Positive is
new Queue_Pack_Generic (Element => Positive);
use Queue_Pack—Posi tive;

Queue : Queue_Type;
Item : Positive;
begin

Enqueue (Item => 1, Queue => Queue);
Dequeue (Item, Queue);
Dequeue (Item, Queued; —- will produce a 'Queue underflow’

exception
when Queueunderflow =
when Queueoverflow =
end Queue_Test_Generic;

ut (“Queue underflou™);
ut ("Queue overflow™;
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Operating Systems & Networks
C Ades

Object oriented programming |
. introducing:
« tagged types 0 the Ada-way to say that this type can be extended
« derivation of tagged types
* method overwriting

 usage of parent entities

2003 Unwe R Zimmes, International Universiy Bremen
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An open queue base class spec:f:cat:on

package Queue_Pack_Object Base is
QueueSize : constant Integer := 10;
type Element is new Positive range 1..1000;
type Marker is mod QueueSize;
type List is array (Marker'Range) of Element;
type Queue_State is (Empty, Filled;
type Queue_Type is tagged record
Top, Free : Marker = Marker 'First;
State : QueueState := Empty;
: List;

Elements
end record;

procedure Enqueue (Item:
procedure Dequeue (Item:

in Element; Queue:
out Element; Queue:

in out Queue_Type);
in out Queue_Type);

Queueoverflow, Queueunderflow : exception;

end Queue_Pack_Object_Base;
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An open queue base class lmplementauan

package body Queue_Pack_Object_Base is

procedure Enqueue (Item: in Element;
begin
if Queue.State = Filled and Queue.Top =
raise Queueoverflow;
end if;
Queue.Elements (Queue.Free) := Item;
Queue.Free := Queue.Free - 1;
Queue.State := Filled;
end Enqueue;

Queue: in out Quell) Type) is

Queue {reg) the

procedure Dequeue (Item: out
begin
if Queue.Statels Efbid” then
raige Queyen er low;

ileme)t; Queue: in out Queue_Type) is

end if;
Item )\ QueyElenents (Queve.Top);

Queue .Tojy : =usde . To

i Queve.\op = Queve.Free then Queve.State i= Empty; end if;

end Dequeue;
end Queue_Pack_Object_Base;
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A derlved open queue class spec:fltatlon

with Queue_Pack_Object_Base; use Queue_Pack_Object Base;
package Queue_Pack_Object is
type Ext_Queue_Type is new Queue_Type with record
Reader : Marker
Reader_State :
end record;

Marker 'First;
Queue_State := Empty;

(Item:
procedure Read_Queue (Item:

procedure Enqueue in Element; Queue: in out Ext_Queue_Tupe);

out Element; Queue: in out Ext_Queue_Tupe);

end Queue_Pack_Object;
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A derlved open queue class lmplemenlatlon

package body Queue Pack Object is
procedure Enqueue (Item: in
begin
Enqueue (Item, Queue_Type (Queue));
Queue .Reader_State := Filled;
end Enqueue;

Element; Queue: in out Ext_Queue_Type) is

procedure Read_Queue (Item: out Element; Queue:
begin

if Queue.Reader_State = Empty then

raise Queueunderflouw;

end if;

Item Queue.Elements (Queue.Reader);

Queue.Reader := Queue.Reader - 1;

if Queue.Reader = Queue.Free then Queue.Reader_State := Empty; end if;
end Read_Queue;

end Queue_Pack_Object;

in out Ext_Queue_Type) is
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An open class test program

with Queue_Pack_Object_Base; use Queue_Pack_Object Base;
with Queue_Pack_Object; use Queue_Pack_Object;
with Ada.Text_I0; use Ada.Text_I0;

procedure Queue_Test_Object is

Queue : Ext_Queue_Type;
Item : Element;
begin

Enqueue (Item => 1, Queue => Queue);
Read_Queue (Item, Queue);

Enqueue (Item => 5, Queue => Queue);
Dequeue (Item, Queue);

Dequeue (Item, Queue);

Dequeue (Item, Queued; -- will produce a 'Queue underflow’

exception
when Queueunderflow
when Queueoverflow
end Queue_Test_Object;

Put ("Queue underflow");
Put ("Queue overflow");

won
v

52003 Uwe R. Zimmer, International University Bremen

7 of 432 (chapter 110 69

Ada95 Y

Object oriented programming Il
. introducing:
* private tagged types

* objects which are protected against their children also
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An encapsulated queue base class spec:flcatlon

package Queue_Pack_Object Base_Private is
QueueSize : constant Integer := 10;
type Element is new Positive range 1..1000;
type Queue_Type is tagged limited private;
procedure Enqueue (Item: in Element; Queue: in out Queue_Typed;
procedure Dequeue (Item: out Element; Queue: in out Queue_Typed;

Queueoverflow, Queueunderflow : exception;

private

type Marker is mod QueueSize;

type List is array (Marker'Ranged of Element;

type Queue_State is (Empty, Filled);

type Queue_Type is tagged 1imited record
Top, Free : Marker Marker'First;
State : Queue_State := Empty;
Elements : List;

end record;

end Queue_Pack_Object_Base_Private;

An encapsulaled queue base class lmplementalmn

package body Queue_Pack_Object_Base_Private is
procedure Enqueue (Item: in Element; Queue: in out Quel)_Tupe) is
begin
if Queue.State = Filled and Queue.Top =
raise Queueoverflow;
end if;
Queue .Elements (Queue.Free)
Queue .Free Queue .Free -
Queue.State := Filled;
end Enqueue;

Queue {re¢) the

Ltem;

procedure Dequeue (Item; out
begin
if Queue.State Efbtg” then
raise Queses er| lou;

Tlenet; Queue: in out Queue_Type) is

end if;
ITtem :{\ Queud Elenents (Queue.Top);
Queue . Toj Rustie .Top -

if Queue.op =
end Dequeue;

end Queue_Pack_Object_Base_Private;

Queue .Free then Queue.State := Empty; end if;
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with Queue_Pack_Object_Base_Private; use Queue_Pack_Object Base_Private;

package Queue_Pack_Object_Private is

type Ext_Queue_Type is new Queue_Type with private;
subtupe Depth_Tupe is Positive range 1..QueueSize;

procedure Look_Ahead (Item: out Element;
Depth: in Depth_Type; Queue: in out Ext_Queue_Typed;

private
type Ext_Queue_Type is new Queue_Type with null record;

end Queue_Pack_Object_Private;
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A denved encapsulated queue class i

P N

package body Queue_Pack_Object_Private is
procedure Look_Ahead (Item: out Element;

Depth: in Depth_Tupe; Queue: in out Ext_Queue_Tupe) is

Storage : Queue_Type;
Shuffleltem : Element;
begin

for I in 1..Depth - 1 loop
Dequeue (Shuffleltem, Queue);
Enqueue (Shuffleltem, Storage);

end 1oop;

Dequeue (Item, Queue);

Enqueue (Item, Storage);

(oh]

Read_The_Rest:
begin
for I in 1..QueueSize - Depth loop
Dequeue (Shuffleltem, Queue);
Enqueue (Shuffleltem, Storage);
end Toop;
exception
uhen Queueunderflow => null;
end Read_The_Rest;
Restore_The_Queue:
begin
for I in 1..QueueS)ze Jgap
Dequeue (Shufflegfen, (tdlagh]
Enqueue (Shufflellem, (heus);
end Toop;
exception
when Queueunderflow => null; -- restore is done
end Restore_The_Queue;

—- rege<ihe rest is done

1

d class test

prog
with Queue_Pack_Object_Base_Private; use Queue_Pack_Object_Base_Private;
with Queue_Pack_Object_Private; use Queue_Pack_Object_Private;

with Ada.Text_IO0; use Ada.Text_I0;

procedure Queue_Test_Object_Private is

Queue : Ext_Queue_Type;
Item : Element;
begin

Enqueue (Item => 1, Queue => Queue);
Enqueue (Item => 1, Queue => Queue);
Look_Rhead (Item => Item, Depth => 2, Queue => Queue;
Enqueue (Item => 5, Queue => Queue);
Dequeue (Item, Queued;
Dequeue (Item, Queue);
Dequeue (Item, Queue);
Dequeue (Item, Queued;

== will produce a 'Queue underflow’

Operating Systems & Networks
C ades

Tasks & Monitors
. introducing:
* protected types
* tasks (definition, instantiation and termination)
* task synchronisation
* entry guards

e entry calls

%) ¢ accept and selected accept statements
end Look_fhead; exception
. when Queueunderflow  => Put (“Queue underflou");
end Queue_Pack_Object_Private; when Queueoverflow => Put ("Queue overflow");
end Queue_Test_Object_Private;
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A protected queue specification _ _ A multitasking protected queue test program
Pack _Pack_Protected with Queue_Pack_Protected; use Queue_Pack_Protected;
ackage Queue_PackProtected is Operat’ng SySte’nS & Networks with Ada.Text_I0; use Ada.Text_I10;
Size : tant Int 10; _— - - .
QueueSize : constant Integer procedure Queue_Test_Protected is
subtype Element is Character; A pmtected queue :mplementat:on ) .
type Queue_Type is Timited private; Queue : Protected Queue;
Protected tupe Protected_Queve is package body Queue_Pack_Protected is task Producer is entry shutdoun; end Producer; o)
task Consumer is end Consumer;
rotected body Protected_Queue is 5 ;
entry Enqueue (Item: in Element); P v tusk bﬂd Producer is task body Consumer is
entry Dequeue (Item: out Element?s entry Enqueue (Item: in Element) when Y aments Item : Element;
Queue.State = Empty or Queue.Top /= Queue.Free is e i Enen begin
private begin ot_It : Boolean;
. . begin loop
Queue : Queue_Type; Queue .Elements (Queue.Free) := Item; ool
Queue.Free := Queue.Free — P Queuve.Dequeue (Item); -- task might be blocked here!
end Protected Queue; 5 : -F select Put C"Received: "33 Put (Ltem); PutLine €173
Queue.State := Filled; accept shutdown; exit; —- main task loop u eceived: ©); Pu em); Put_Line 5
private end Enqueue; else if Iten = 'q" then
tupe Eﬂrker is mod Oneusslzs; fe . entry Dequeue (Item: out Element) when ??Eﬂm?iﬁiézn(nem, Got_It); Put_Line ("Shutting doun producer"); Producer.Shutdown;
e List is array (Marker'Range) of Element; M - Put_Line ("Shutting d )3 exit; —- main task 1
t:;e Queue_State . CEmpty, F|$1ed>§ ’ beglf:ue'swte Fiited |ooueue. Enqueue (Iten); — task might be blocked here! end ‘:f' " uEHInG ot fensuner s ST T nan e Tee
tupe Queue_Type is record Item Queve.Elenents (Queue.Top; & S delay .15 —sec end Toop;
Top, Free : Marker MarkerFirst; Queue.Top := Queue.Top - 1; end if; end Consuner;
State : Queue_State := Empty; if Queue.Top = Queue.Free then Queue.State := Empty; end if; end select; :
Elements : List; end Dequeue; end loop; begin
end record; end Protected_Queue; end Producer; null;
end Queue_Pack_Protected; end Queue_Pack_Protected; 35 end Queue_Test_Protected;
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Ada95

Abstract types & dispatching
. introducing:
* abstract tagged types
* abstract subroutines
* concrete implementation of abstract types

« dispatching to different packages, tasks, and partitions
according to concrete types

An abstract queue spenflcahon

package Queue_Pack_fbstract is

subtype Element is Character;
type Queue_Type is abstract tagged 1imited private;

procedure Enqueue (Item: in Element; Queue: in out Queue_Type) is
abstract;

procedure Dequeue (Item:
abstract;

out Element; Queue: in out Queue_Type) is

private
type Queue_Type is abstract tagged limited null record;
end Queue_Pack_Abstract;

A concrete queue speuﬁcat:on

wi th Queue_Pack_fbstract; use Queue_Pack_fAbstract;
package Queue_Pack_Concrete is

QueueSize : constant Integer := 10;
type Real Queue is new Queue_Type with private;

procedure Enqueue (Item: in Element; Queue: in out Real_Queue);
procedure Dequeue (Item: out Element; Queue: in out Real_Queue);

Queueoverflow, Queueunderflow : exception;

private
type Marker is mod QueueSize;
type List is array (Marker'Ranged of Element;
tupe Queue_State is (Empty, Filledd;
type Real_Queue is new Queue_Type with record
Top, Free : Marker Marker 'First;
State : Queue_State := Empty;
Elements : List;
end record;
end Queue_Pack_Concrete;

A cancrele queue lmplementallun

package body Queue_Pack_Concrete is

procedure Enqueue (Item:
begin
if Queue.State = Filled and Queue.Top =
raise Queueoverflouw;
end if;
Queue.Elements (Queue.Free) := Item;
Queue.Free := Queue.Free - 1;
Queue.State := Filled;
end Enqueue;

in Element; Queue: in out Real_Queue) is

Queue.Free then

procedure Dequeue (Item: out Element; Queue: in out Real_Queue) is
begin
if Queue.State = Empty then
raise Queueunderflow;

end if;
:= Queue.Elements (Queue.Top);
Queue.Top - 1

Queve .Free then Queue.State := Empty; end if;

if Queue.Top =
end Dequeue;

end Queue_Pack_Concrete;
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A mulmaskmg dlspatchmg test program
wi th Queue_Pack_Abstract; use Queue_Pack_Abstract;
with Queue_Pack_Concrete; use Queue_Pack_Concrete;
procedure Queue_Test Dispatching is
type Queue Class is access all Queue_Type'class;
task Queue_Holder is -- could be on an individual partition
entry Queue Filled;
end Queue_Holder;
task Queue User is —- could be on an individual partition
entry Send_Queue (Remote_Queue: in Queue Class);

end Queue_User;
98]
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task bodg Uueue_Ho'Ider' is
Local Queue : Queue—Class;

Item : Element;
begin
Local_Queue := new Real_Queue; -- could be a different implementation!

Queue_User .Send_Queue (Local_Queue);
accept QueueFilled do
Dequeue (Item, Local_Queue.alld;
end QueueFilled;
end Queue_Holder;

-— Item will be 'r

task body Queue_User is
Local_Queue : Queue_Class;
Item : Element;
begin
Local Queue := new Real_Queue; —- could be a different implementation!
accept Send_Queue (Remote_Queue: in QueueClass) do
Enqueue ('r’, Remote_Queue.all); -- potentially a rpc!
Enqueue ('1', Local_Queue.all);
end Send_Queue;
Queue_Holder .Queue_Filled;
Dequeue (Item, Local_Queue.alld; -- Item will be '1°
end Queue_Users;

begin null; end Queue_Test Dispatching;

i ‘Ad‘agél .
Ada95 language status

* Established language standard with free and
commercial compilers available for all major OSs.

 Stand-alone runtime environments for embedded systems
(some are only available commercially).

 Special (yet non-standard) extensions (i.e. language reductions and
proof systems) for extreme small footprint embedded systems or high
integrity real-time environments available o Ravenscar profile systems.

0 has been used and is in use in numberless large scale projects
(e.g. in the international space station, and in some spectacular crashes: e.g. Ariane 5)
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POSIX

Portable Operating System Interface
for Computing Environments

 IEEE/ANSI Std 1003.1 and following
 Program Interface (API) [C Language]
* more than 30 different POSIX standards

(a system is ‘POSIX compliant, if it implements parts of just one of them!)
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1003.1 single process, multi process, job control, signals, user groups, file system, file attributes, file
12507 OS Definition  device management, file locking, device /0, device-specific control, system database, pipes,
FIF
0081 Rl ime e emonyocking. memory prerectom messge psmg e
10193 Extensions b, V" PP L4 yP passing, sema-
1003.1¢ multiple threads within a process; includes support for: thread control, thread attributes, pri-
695 Threads  ority scheduling, mutexes, mutex priority inheritance, mutex priority ceiing, and condition
variables

1003.1d  Additional Real- New process create semantics (spawn), sporadic server scheduling, execution time monitor-
N ing of processes and threads, /O advisory information, timeouts on blocking functions, de-

10/99  time Extensions yice control, and interrupt control

1003.1) Advanced Real- typed memory, nanosleep barrier synch locks, spin
100 time Extensions 'cks and persistent notification for message queues

1003.21 Distributed buffer management, send control blocks, asynchronous and synchronous operations,
- Real-time  bounded blocking, message priorities, message labels, and implementation protocols

POSIX 1003.1b

Frequently employed POSIX features include:
 Timers: delivery is accomplished using POSIX signals
o Priority scheduling: fixed priority, 32 priority levels
* Real-time signals: signals with multiple levels of priority
¢ Semaphore: named semaphore
* Memory queues: message passing using named queues
 Shared memory: memory regions shared between multiple processes

* Memory locking: no virtual memory swapping of physical memory pages
Memory locking y swapping of physical y pag

VxWorks
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POSIX - support in some 055

POSIX 1003.1b
POSIX 1003.1 (Real-time POSIX 1003.1c
(Base POSIX) . (Threads)
extensions)
Solaris Full support Full support Full support
IRIX Conformant Full support Full support
LynxOS Conformant Full support Conformant (Version 3.1)
TQNX Partial support
Neutrino Full support (no memory locking) Full support
Partial support
Linux Full support (no timers, Full support

no message queues)

Supported through third
party product

Partial support Partial support
(different process model)  (different process model)

Operatmg Systems & Networks

®

POSIX - example: setting a timer
void timer_createCint num_secs, int numnsecs)
{

struct sigaction sa;

struct sigevent sig_spec;

sigset_t allsigs;

struct itimerspec tmr_setting;

timer_t timer_h;

/% setup signal to respond to timer */

sigenptyset(&sa.sa_mask);

sa.sa_flags = SA_SIGINFO;

sa.sa_sigaction = timer_intr;

if (sigaction(SIGRTHIN, &sa, NULL) < @)
perror(‘sigaction’);

sig_spec.sigev_notify = SIGEV_SIGNAL;

sig_spec.sigev_signo = SIGRTHMIN;
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Summary

Introduction to operating systems

« Features (and non-features) of operating system

« Common grounds for operating systems

« Historical perspectives

« Types of current operating systems

« Design principles for system software (monoliths & pkernels)

« Examples of languages considered for system level programming:

* Java

* Ada9%s

* POSIX interfaces
o C/C++
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POSIX - example: setting a timer (cont )

/* create timer, which uses_the REALTIME clock */
if Ctimer_create(CLOCK_REALTIME, &sig_spec, &timer_h) < @)
perror(‘timer create’);

/* set the initial expiration and frequency of timer */

tmr_setting.it_value.tu_sec = 1;

tmr_setting.it_value.tu_nsec = @;

tmr_setting.it_interval .tu_sec nun_secs;

tmr_setting.it_interval .tu_sec = num_nsec:

if Ctimer_settimeCtimer_h, ©, &tmr‘settmg,NULL) <o
perror(‘settimer’);

/* wait for signals */

sigemptyset(allsigs);

while (1) {
sigsuspend(&allsigs);

}

/* routine that is called when timer expires */
void timer_intrCint sig, siginfo_t *extra, void *cruft)

/% perform periodic processing and then exit */

Hardware Fundamentals

Uwe R. Zimmer — International University Bremen

Operatmg Systems & Networks

POSIX - example: setting a timer (cont. )

/* create timer, which uses_the REALTIME clock */
if Ctimer_create(CLOCK_REALTINE, &sig_spec, &timer_h) < @
perror(‘timer create’);

/* set the initial expiration and frequency of timer */
tmr_setting.it_value.tu_sec = 1
tmr_setting.it_value.tu_nsec = @;
tmr_setting.it_interval .tu_sec = num_secs;
tmr_setting.it_interval .tu_sec = num_nsecs;

if C timer_settimeCtimer_h, ©, &tmr_setting,NULLY < . c? :
perror(‘settimer’>; " oear! \\mi‘ﬂwﬂﬁ velP?

/% wait for signals */ mb ¢ the VRS

sigemptyset(&allsigsd* reme win DURY

while (1 { gmHF‘L

sigsuspend(Zalls creR 3
}

/% routine that is called when timer expires */
void timer_intrCint sig, siginfo_t *extra, void *cruft)

/* perform periodic processing and then exit */

References for this chapter

[Silberschatz01] - Chapter 2
Abraham Silberschatz, Peter Bear Galvin,
Greg Gagne
Operating System Concepts
John Wiley & Sons, Inc., 2001

[Stallings2001] - Chapter 1
William Stallings
Operating Systems
Prentice Hall, 2001

all references and some links are available on the course page

POSIX ather Ianguages

POSIX is a ‘C’ standard ...

. but bindings to other languages are also (suggested) POSIX standards:
* Ada: 1003.5*, 1003.24 (some PAR approved only, some withdrawn)

* Fortran: 1003.9 (6/92)

* Fortran90: 1003.19 (withdrawn)

. and there are POSIX standards for task-specific POSIX profiles, e.g.:

* Super computing: 1003.10 (6/95)

 Realtime: 1003.13, 1003.13b (3/98)
- profiles 51-54: combinations of the above RT-relevant POSIX standards [ RT-Linux

¢ Embedded Systems: 1003.13a (PAR approved only)
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Languages

Languages used in this course

Ada ‘ RT-Java ‘ C/C++ ‘ Posix ‘

Predictability - implementation implementation
(specific (00P) " P
3 lependent dependent
run-time env.)
low-level interfaces e - = =
Concurrency L = =
Distribution = ** *
Error detection L -
(compiler, tools) (strong typing)
Large systems - - OOP C++style ,
(no support in C)
Tntemational Universly Bremen Toge 83 o7 532 (Chapter 11089

Hardware Fundamenlals

A common computer architecture:

f— Control

Dat

Interface

ALU
Registers

o e}
Interface Interface

Memory Memory

« Bus-systems carry device, address information and data (8-64bit wide)
as well as control lines in groups such as:

* arbitration, synchronization, requests, interrupts, priorities
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Hardware Fundamenlals Hardware Fundamentals Register structure Hardware Fundamentals Register structure Har dware Fi undamentals Main memory layout A
dums(Sl;) 'gﬁuﬁw
. or Condition codes (CC) . or Condition codes (CC)
The CPU Register set Tntracon %) Register set = Tnsracion ) Memory layout " Code
Program counter (°C) & W Progam couner o)
+ SR: Status / Condition codes (CO), e « Often divided into a - « Classical usage of the Static variables
N ! Stack pointer (5P) ) . S Stack pointer (5P)
privilege level, interrupt level, result of last operation privileged and non-privileged section = RAMareasinmostprocessors
Sequencer o |— Control Special registers e Special registers.
9 Addres: * IR: current instruction (privileged, * Switch from non-privileged to privileged mode (privileged, * Main storage of data in
i Dat . . . e s bl pinery only via traps or interrupts (later in this chapter) e e
3 « PC: Address of current (next) instruction ——— —— « heap N
ALY = « SP: Top of stack address T e 0 SR, IR, PC, SP T T s « stack .
< Top a addressing modes) + some general registers (or at least one ‘accumulator’) addressing modes) * or local static
« Special privileged registers, e.g: are found in all current processor designs s
Rt ' 110 110 age table entries, memory protection maps B depends on the usage of the
Memory ‘ Memory | 1} erface Interface pag s yp P « Special and dedicated registers are 2 programming language
« Dedicated registers, e.g. not used in all architectures £
registers which can by employed in some contexts only . ; e - 1
« CPU components relevant for this course: ® Universal registers: z stack
registers, which can be employed for any purpose
« register-set, sequencer (‘normal operation’), interrupt controller, protected modes (addressing, storage, index, parameters, ...)
o
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Hardware Fundamentals Main memory layout Hardware Fundamentals Asynchromsm Asynchromsm
Stack frames c s 1t Privileged instructions Interrupts Interrupts
e
« Every sub-program call SR e Purpose: Interrupt control:
leaves an entry on the stack . . . ) .
with all ,deva:'“ information: & « prevent user level tasks from by-passing the operating system Required mechanisms for interrupt driven programming:
« parameters < « restrict access form user-level tasks to resources, which are managed by the operating system: - at the individual device level
* context (notin‘C’) * Memory « Interrupt control: grouping, encoding, prioritising, and en-/disabling interrupt sources
* return address Heep Saved environment LRl ... at the system interrupt controller level
« Parameters may Retor address * Structures which are used to administer memory or /O access « Context switching: mechanisms for cpu-state saving and restoring + task-switching
be removed by: Fo— (e.g. special registers, MMUs, etc.) . atthe operating system level
+ thecallingroutine (‘C') Implementation: + Interrupt identification: interrupt vectors, interrupt states * beyond task-level (interrupt service routines)
« or the called routine . ﬁ Py : * communicating interrupts to task
« Special architectures - o — * declare some instructions privileged « transforming interrupts to signals
support faster parameter * implement two (or more) protection levels in the CPU tthe | | |
ister- O hardware-supported ... at the language level
passing (e.g. register-bands) o « allow changes to a higher privilege level by means of traps/exceptionsfinterrupts only. P suag
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Interrupts A/D, D/A & Interfaces LM 12 L45 8 access:ble reg:sters LM 72 L45 8 — instruction RAM
O e ) ) S e R R N o 75 2 7] upose e [ow[om[om b ow ow | o0 [ 58 [0 [ o6 [0 [ o [ o [0 [
IMI12L458 o 0| uon A [AW|  Remsion | Ve 0 0] chon [ | Aeaton e
12-Bit + sign, 8 channel, A/D converter, controller and interface [ IR
(National Semiconductor) o o] o[ ~ ERCR T T —
o o | mawponer-on Don e 52 [ sen Unn o o | (wwponer-on Oont cae 572 [ san Ui
R R
' o 0| A [AW 5o 0| e[
. cOntrO"er feﬂtures. o o (RAM Pointer = 10) Dont Care > | sign Limit #2 o o (RAM Pointer = 10) Don't Care >Z | sign Limit #2
Interrupt signal * Programmable acquisition times and conversion rates I B L] e [T [ AT [70 [ Ao | Ghan [ For Ao el S
; e e B L D L e e every entry in the instruction RAM consists of:
B * 32-W0rd conversion FIFO 1001 Register in Conversion FIFO Care
« Self-calibration and diagnostic mode o Genera T2 e ® Loop (1bit): indicates the last instruction and branches to the first one.
. 16-bit wide data b . DSP Co it o] mempsms | ot e || e wete * Pause (1bit): halts the sequencer before this instruction.
8- or 16-bit wide data bus microprocessor or Registr in Comvarson FIF0 atucton
e ® Vinsr ViN. (2*3bit): select the input channels (000 selects ground in V)
) ) . . Typ. applications: e G o s ot i B Ter st Low i
0 only one interrupt signal line available! Yp. app.‘cs;)a"fo in Regter ® Sync (1bit): wait for an external sync. signal before this instruction.
5 scg g' | "o Gomersion R Asds [sen Conversion Comersion bats L58s

0 in order to identify the interrupt reason, an additional read cycle is required! rocess Lontro I BT R T L e o Timer (1bit): wait for a preset 16-bit counter delay before this instruction.
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lnslructmn RAM

LM 12 L458 mstrucflon RAM

LM12L458 -

mstruttmn RAM

T LM12L458 - in

A2 A Purpose 1] o0 oe [ o7 o6 [ 55 [ o4 [ o8 [z [ o1 [ oo AR 2 AL Purposs ] o [ o8 o7 [ [ o5 [on [ 8 [0z [ o1 w0 | [AeAs Az Al Pumose — iype[ows oo otz] oir [ ow] 0o o8 [ b7 [ o6 [ 05 [ o [ b3 [0z or [0 m Al o [ I b ow] oo [oe [ o7 [ o6 [ o5 [oi [ 02 n
00 o[ Tcion = T 0 0 imtneton A o o 0| uonrmn [AW|  Aeauston | W 0 o[ Tncion e
o o | (aponer-co wn w[Tee sre| v Voo [pause| Loop o 6w roer-0n Tine oo |07 [tmar[sme v Pause Loop o o | o= 00 Tme wo |72 [reer|sc| v Ve pase Loop o o | ewroner-o0 T @ w[tealone| v Vo [pause| oo
5o 0| e[
o o | (A pomer=0) oontcare > san i1 type ChannelPlus is (Ch@, Chl, Ch2, Ch3, Ch4, ChS, Ch6, Ch?);
] _ tgpe ChannelMinus is (Gnd, Chl, Ch2, Ch3, Ch4, ChS, Ch6, Ch?);
o | wenrem | ™ R = s ire type Resolutions is (TwelveBit, EightBit); Units_Per_lord : constant Integer := Word_Size / Storage_Unit;
A type AquisitionD is new Integer range @..15; —- 9+2D (12bit), 2+2D (8bitd for Instruction use record for Instruction'Size use 16; - Bits
. . i ) for ChannelPlus use ch => 1, cha => 3, Lo O *Uni te_Pertiord ranae. 8. : for Instruction'Alignnent use 2;’ -- StorageUnits (Bytes)
every entry in the instruction RAM consists of (cont.): Chs => 5, Ch? => 7 P " 9 ] for Instruction’'Bit_Order use High_Order_First;
— o for ChannelMinus use chl => 1, ch3 => 3, Pause at @*Units_Pertiord range 1.. 1; type Instructions is array (8..7) of Instruction;
« 8/12 (1bit): selects the resolution (8 bit + sign or 12bit + sign). 4, ChS => 5, Ch? => 7); Uplus at @*Units_Per_lord range 2.. 4; pragma Pack (Instructions);
for Resolutions use (TwelveBit => 8, EightBit => 1); Uminus at @*Units_Per_lord range 5.. 7; ADC_Instructions : Instructions;
. Vi . . ’
* Watchdog (1biv: activates comparisons with two programmed limits. type Instruction is record Sync at @*Units_Per_lord range 8.. 8; for ADC_Instructions’Address use To_Address (16+#0008132D%);
Ll EndOfLoop, Pause, Sync, Timer, Watchdog : Boolean; Timer at @*Units_Per_lord range 9.. 9;
 Acquisition time (D) (bit): the converter takes 9 +2D cycles (12bit mode) or [ritaimaid > Sune ’ 9 ool lus: 9 "
> A ) P : 5 Resolution at @*Units_Per_lord range 10..10;
2+2D cycles (8bit mode) to sample to input. Depends on the input resistance: Uminus : ChannelMinus; " )
D =045 [Rg[kQ] [F(; ([MHz] for 12 bit conversions. Resolution : Resolutions; Hatchdog at @*Units_Pertlord range 11..11;
Ll - AquisitionTime * Rquisition.D; AquisitionTime at @*Units_Per_llord range 12..15;
© Limits (including sign and comparator): used for Watchdog operation. end record; end record;
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LM j2L458 lnstrucrmn RAM

o o o o o2 [0 [0 ] o A e D H o [ o [ [ o [ [ o ]
o - o T 0 0 ko R RW
(A poinr =00y s ie Vi pause Loow o o (W pomer=on) Time wq |72 |ime | e i i pause Loop
T

) LM i2L4.58 - lnstrucrlorr RAA’/iH

[P m] o Towe eV T N N N N R R R |
0 0 o] ewcwonman | AW Ve

0 o | eawromero Time w7 [rmer| smc e Vi pause Loop
s

ADC_Instructions (@) := (EndOfLoop => False,

= H el H el
5;‘?5: = Eg;se, Data structures in ‘C’: Data structures in ‘C’:

= ,
g"""”s f> ?”“’ enum ChannelPlus 2Eh0 8, Chl, Ch2, Ch3, Ch4, Ch5, Ché, Eh7;, struct { *Instructions (8).EndOfLoop 9;
unc => True, enum ChannelMinus {Gnd=8, Ch1, Ch2, Ch3, Chd, Ch5, Ch6, Ch7}} unsigned int EndOfLoop Y *Instructions (8).Pause 4
Timer => False, enum Resolutions {TwelueBit=0, EightBit}; unsigned int Pause HEY *Instructions (8).Uplus che;
Resolution => EightBit, truct { ChannelPlus Uplus 13 *Instructions (8).Uminus 6nd;
Watchdog => False, strue d int EndofL s 1 ChannelMinus Uminus : 35 *Instructions (8).Sync 1;
AquisitionTime => 10); ::z:g:zd it Pogee P HE unsigned int Sunc Y *Instructions (@).Timer

L i i * N
ROC_Instructions (1) 5= (EndOfLoop 2 [rue, = last instruction ChannelPlus Uplus : 3 et T mer tion ih instruetions ﬁgi'ﬁii‘;ﬂ,::;"” E'ng

= : Y .
v e Channelltinus Yminus ] unsigned int Watchdog R *Instructions (8).AquisitionTime = 1a~
we o Sak i int Siee ol e ignes Int A ontine :

s : i

Sunc => False, Resolutions Resolution HEH } Instruction; If this works, you were lucky two times:
Timer => False, unsigned int Hatchdog Y Instruction  InstructionsAI81; « The compiler implemented the struct-fields in the intended places and order.
Resolution => TuelveBit, unsigned int AquisitionTime : 4; Instructionsf *Instructions; . ; iler as. ;
Hatohdog 23 Fareer } Inairaetions Inotructions = GxaBEB132D; The bit ordering in your device is the way the compiler assumed it.
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LM12L458  instruction RAM

[ mAzm]  Puwose  iype ois[om[om oz on o] 05 o [ o7 o6 [ 05 [ s [ oo [ o2 [ o1 [0 |
G 0 0| nencionAAM | AW Acqusiion e

0 | A poner=00 wo &7 [Tmer Sy i Vi Pause | Locn
[

0 Macro-Assembler style programming:

In order to produce portable code in‘C/, it is necessary to set bits manually:

unsigned int setbits (unsigned int *r,
unsigned int n,
unsigned int p,
unsigned int x)

/% set n bits */
/* at position p */
/% to bitstring x */

unsigned int mask;

mask = ~(*@ << n);

*r &= ~(mask << p);
*r = (x & mask) << p;
return Chrd;

Operating Systems & Networks

Asynchronism

Interrupts

Interrupt control:
... at the individual device level
... at the system interrupt controller level

... at the operating system level
* beyond task-level (interrupt service routines)
© communicating interrupts to task
 transforming interrupts to signals

at the language level

Operating Systems & Networks

Asynchronism

Interrupt service routines
(available only in some OSs, e.g. VxWorks)
Purpose:

« Allow full access to the interrupt controller (interrupt vectors, priorities).

« Change to an interrupt service routine in a predictable amount of time.

0 Cannot operate on the level of threads or tasks!

0 Limitations regarding the accessibility of some OS-facilities (task level system calls).

Operating Systems & Networks

Asynchronism

Interrupt service routines

(available only in some OSs, e.g. VxWorks)

Some VxWorks OS entries:

intConnect Connect a routine to an interrupt vector
intLevelSet Set the interrupt mask level

intLock Disable interrupts (besides NMI)
intUnlock Enable interrupts

intVecBaseSet Set the interrupt vector base address
intVecBaseGet  Get the interrupt vector base address
intVecSet Set an interrupt vector

intVecGet Get an interrupt vector

these calls are employed by the language run-time environment or used directly from ‘C-code

02003 Uwe R. Zimmer, International University Bremen
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] Asynchronism S

Interrupt service routines

(available only in some OSs, e.g. VxWorks)
Minimal hardware support (supplied by the cpu):

save essential CPU registers (IP, condition flags>
jump to the vectorized interrupt’service routine

Minimal wrapper (supplied by the operating system):

save remaining CPU registers (or switch to another register set)
save stack-frame
--> execute user level interrupts service code

restore stack-frame
restore CPU registers (or switch back to the former register set)
restore IP

52003 Uwe R. Zimn
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Asynchronism

Interrupt service routines

(available only in some OSs, e.g. VxWorks)

Interrupt service routine to task communication methods:

« Shared memory and ring buffers:
most low level communication scheme (should be avoided)

« Semaphore: trigger a semaphore, where a task has been blocked before.
« Monitors:
free a task, which is blocked at a monitor entry (standard Ada-method: protected object).
« Message queues: Send messages to a task (if queue is not full).
« Pipes: Write to a pipe (if pipe is not full).

« Signals: indicate an asynchronous task switch to the scheduler

02003 Usve R. Zimmer, International University Bremen
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] Asynchmnism o

Interrupt service routines

(available only in some OSs, e.g. VxWorks)

Interrupt service routine to task communication methods:

« Shared memory and ring buffers:
most low level communication scheme (should be avoided)

«» Semaphore: trigger a semaphore, where a task has been blocked before.

« Monitors:
free a task, which is blocked at a monitor entry (standard Ada-method: protected object).

« Message queues: Send messages to a task (if queue is not full).
« Pipes: Write to a pipe (if pipe is not full).

« Signals: indicate an asynchronous task switch to the scheduler

0 in all of the above: the interrupt service routines cannot block!

Fage 115 o 432 (chapter 2:10 157)
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Interrupts o ‘Signals’
Interrupt control:
... at the individual device level
. at the system interrupt controller level

. at the operating system level
* beyond task-level (interrupt service routines)
* communicating interrupts to task
« transforming interrupts to signals

. at the language level

Intermational Universiy Bremen Fage 117 of 432 (chapter 2: 0 157
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Asynchronism

Interrupts o ‘Signals’

Some characteristics of signals:
* Involve a full task-switch operation
0 Hard to predict timing behaviour
« Limited information about the interrupt-source
« Traditionally used to ‘kill’ processes

« Concept stems from a time before thread models,
therefore the signal-to-thread propagation is implementation dependent and sometimes tricky.

52003 Uwe R. Zimm

7 Intermational University Bremen
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Asynchronism

Interrupts o “Signals’

Some common UNIX OS entries:

POSIX 1003.1b BSD-UNIX

signal () signal () Specify the handler associated with a signal
sigaction (...) sigvec () Examine or set the signal handler for a signal

Kill () Kill () Send a signal (overwrite all other pending signals)
sigqueue (...) N/A Send a queued signal

sigsuspend (..) | pause (.. Wait for a signal

sigwaitinfo (...)
sigtimedwait (.
sigemptyset (.

Wait for a signal, but do not involve the handler

Manipulate and

sigsetmask (.-) | (o1 the mask of blocked signals

sigprocmask (...)

sigblock (...) Add to a set of blocked signals

'© 2003 Uswe R. Zimmer, International University Bremen Page 119 01 432 (chapter 2:10 157)
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Asynchronism

Interrupts o “Signals’

« Signals are originally process-level synchronization methods (‘kill’) and have been expanded to
be used for everything from hardware-interrupts and timers to asynchronous task messaging.

0 Signals are passed through a global task-scheduler.

0 in many OSs: unpredictable ‘work-arounds’ for missing direct hardware interrupt propagation.

0 make sure that you understand the attached strings in your OS,
before employing any signals.

52003 Uwe R. Z

Intermational University Bremen Page 120 of 432 (chapter 2: 0 157)

Operating Systems & Networks

Asynchronism

Interrupts

Interrupt control:
... at the individual device level
... at the system interrupt controller level

... at the operating system level
* beyond task-level (interrupt service routines)
* communicating interrupts to task
« transforming interrupts to signals

... at the language level

Page 121 of 432 (chapter 2: 0 157)
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Asynchronism

Exception/Trap/Interrupt indication

Four cases of modern exception indication:

run-time
from: . task
raised: environment
SynChronOUSIy run-time exceptions exceptions or traps
asynchronous transfer
asynchronously interrupts / signals of control

52003 Uwe R. Zimimer, International University Bremen
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Asynchronism

Exception/Trap/Interrupt indication

Ada95:
run-time
from: . task
raised: environment
synchronously exceptions
interrupt/signal asynchronous transfer
asynchronously handler of control

©2003 Unve R Zimmer

ternational University Bremen
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Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is

type Interrupt_ID is implementation-defined;
type Parameterless_Handler is access protected procedure;

function Is_Reserved (Interrupt : Interrupt_ID) return Boolean;
function Is_Attached (Interrupt : Interrupt_ID) return Boolean;

function Current_Handler (CInterrupt : Interrupt_ID)
eturn Parameterless_Handler;

procedure Attach_Handler (New_Handler : in Parameterless_Handler;

Interrupt @ in Interrupt_ID);
procedure Exchange_Handler (Old_Handler : out Parameterless_Handler;

NeuHandler : in Parameterless_Handler;

Interrupt @ in Interrupt_ID);

procedure Detach_Handler  (Interrupt : in Interrupt_ID);

function Reference (Interrupt : Interrupt_ID) return System.Address;

end Ada.Interrupts;

52003 Uwe R. Zimmer, Intern.

onal University Bremen Page 124 of 432 (chapter 2: 0 157)

Operating Systems & Networks

Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is
type Interrupt_ID is implementation-defined;
type Parameterless_Handler is access protected procedure;
function Is_Reserved (Interrupt : InterruptMD) return Boolean:

function Is_Attached (Interrupt :

function Current_Handler (Interi
procedure Attach_Handler  (New_H Protected procedures need to qualify as
Inter an interrupt handler:

procedure Exchange_Handler (01d_H
ew H | 1. usepragma Interrupt_Handler
Inter

procedure Detach_Handler (Inter

2. let the compiler evaluate the suitability

function Reference (Interrupt : I/|  Of the routine asan interrupt handler.

end Ada.Interrupts;

Page 125 of 432 (chapter 2: 0 157)
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Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is

type Interrupt_ID is implementation-defined;
tUpe Parameterless_Handler is access protected procedure;

function Is_Reserved (Interrupt : InterruptMD) return Boolean;
function Is_Attached (Interrupt : Interrupt_YD) return Boolean;

function Current_Handler (Inter

procedure Attach_Handler (New_t+
nter

1 Protected procedures can also be
procedure Exchange_Handler (Old_t

attached statically to an interrupt:

Inter | usepragma
procedure Detach_Handler  CInter| Interrupt_Handler_Attach

function Reference (Interrupt : 1

end Ada.Interrupts;

Operating Systems & Networks

Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is

type Interrupt_ID is implementation-defined;
type Parameterless_Handler is access protected procedure;

function Is_Reserved (Interrupt : Ihter‘runthD) return Boolean:
function Is,

function C

procedure A The mechanism to invoke an interrupt handler may be different

from calling a protected procedure from a task.
procedure E
Implementation advice: Whenever possible, the implementation
should allow interrupt handlers to be called directly by the hardware.
procedure D

function Re

end Ada.Interr

Operating Systems & Networks

Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is
type Interrupt_ID is implementation-defined;
type Parameterless_Handler is access protected procedure;
function Is_Reserved (Interrupt : InterruptMD) return Boolean;
function Is_Attached C(Interrupt : Interrupt_\D) return Boolean;

function C

Metrics: The implementation shall document the worst case over-
head for an interrupt handler invocation (in clock cycles).

procedure A

procedure E

P
procedure Detach Handler  (Interrupt : in Interrupt_ID);
function Reference (Interrupt : Interrupt_ID) return System.Address;

end Ada.Interrupts;

Operating Systems & Networks

Asynchronism

Ada95: Interrupt handlers

package Ada.Interrupts is
type Interrupt_ID is implementation-defined;
tupe Parameterless_Handler is access protected procedure;

function Is
function Is

Direct access to the invocation address:
May be used to connect task-entries to interrupts
0 risky! — use with special care.

function €

procedure f

procedure E
ndler : in Parameterless_Handler;
in Interrupt_ID);
:in  Interrupt_ID);

function Reference (Interrupt : Interrupt_ID) return System.Address;

procedure Detach_Ha (Interrupt

end Ada.Interrupts;
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What is an operating system?

3. Avvirtual machine, which is handling exceptions!

Interrupt service routines
Signals (task switch)

Taps Bceptons . i
Inerupts

Hardware
Typ. general OS
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Hardware Fundamentals

A common computer architecture:

o f— Control
g | Address
T Data
ALU E | | |
Registers /0 o
\—‘ ‘ Memory ‘ Memory Interface Interface
* Memory:

« Hierarchy, Caching, Mapping

Hardware Fundamentals

Memory sizes and access times: aypical workstation)

Basic memory hierarchy

Typical memory sizes G Typical access times
[>1KB <insi
Seiks B Levelicache Ml - <t2ns)

Hardware Fundamentals

Main memory layout:
Basic memory hierarchy

Typical memory sizes Typical access times

O e I
‘>1 KB <1ins|
SeakB T <aans

(] T S [ T ST
Fao S
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Operatin,

Hardware Fundamentals

Cache
: 0
Caching =B
H
* Introduce a intermediate memory (cache),
which is: S
« faster than the original memory LI Ll -

« organized in ‘cache lines’

« addressed via tags and a
fast matching hardware
(e.g. associative memory) ) { —

~——— Cacho lne ———-

Caché is actually French, meaning ‘hidden,

02003 Uwe R. Zimmer, international University Bremen Page 134 of 432 (chapter 210 157)
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Hardware Fundamentals
Cache miss

Read fom address m

Cache misses

Memory read requests to cells, which are not
currently stored in the cache, result in:

Delver memory cell m

1. transfer of the full cache line into an empty H
of replaceable cache entry. > <

2. transfer of the data directly from the main
memory to the requester. ' —

+——— Cachlne ———-
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Hardware Fundamentals

Cache hit

. oo
Cache hits =
| H
H

Memory read requests to cells, which are cur- ~ Resdtomasswssmt L
rently stored in the cache, result in: 5
—
o =n
« transfer of the requested data from the N ] 2

cache memory to the requester. :

« no access to the main memory

+——— Cacheline ———-
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8

Hardware Fundamentals
Cache write through

; 0
Cache write through ‘ =
=1

Write requests to cells, which are currently Wi 1o addses m
stored in the cache, result in: voemoorsnrery
“ ;
1. update of the cache entry el
‘ &

2. update of the main memory cell

~——— Cacholno ———-

o B ok
hence the cache memory is supposed to be ‘invisible' to the ket ket
(nki2 k2
user (the ‘shadow memory). ks i
- = B B o
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Hardware Fundamentals
Cache write (delayed)

Wirte o aderess m

Cache, delayed writes

Write requests to cells, which are currently
stored in the cache, result in: delayed write

. update of the cache entry

~

transfer of the full cache line
(or the ‘touched’ entries)
ata later point in time. i

%

———Cachelne ——»

0 Critical in multi-processor
/ shared memory environments! e
fising

Operating Systems & Networks

Operating Systems & Networks

Operating Systems & Networks

Hardware Fundamentals

Caching considerations
* Caches (two-level memories) are meant
to maximize the throughput - not the predictability of a system.
« Cache performance is relying on:

« Spatial locality:
nearby memory cells are likely to be accessed soon

« Temporal locality:
recently addressed memory cells are likely to be accessed again soon

0 The length of the cache lines are given by the relation between spatial and temporal locality

« According to some practical evaluations,
the locality radius seems to be independent of the size of the main memory
0 thus there is an absolute maximum cache-size, beyond which the performance is no longer
improving (memory caches of up to about 128KB are considered adequate in most cases).

Hardware Fundamentals

More on memory locality
* Imperative programming will generate linear sequences of instructions mostly
(0 spatial locality).

« Functional and declarative programming turns out to generate more ‘jumpy’ code,
but due to extensive usage of recursions it will show strong temporal locality.

« Under all programming paradigms CPU-time is often spent in relatively small loops/iterations
(01 spatial & temporal locality)

* Languages, which are using explicit data structures (like arrays and records)
will store this data in a compact format (O spatial locality).

0 The locality assumptions will thus be justified in the vast majority of all cases

... still it's an heuristic.

Hardware Fundamentals

A common computer architecture:

o Control
8] E—— Address
H Dat:
ALU £ | | |
Registers 1o 1o
\—‘ Memory Memoy | nterface Interface

* 1/O interfaces:

« devices, controllers, communication with CPU, basic device programming
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Hardware Fundamentals

/O devices

0 the essential parts of a computer system,
which (may) make the computations meaningful.

« Some typical classes of /0 devices:

clocks, timers
user-interface devices

document /O devices (scanners, printers, ...)

audio & video equipment

network interfaces

mass storage devices

all kinds of sensors and actuators in control applications

Hardware Fundamen tals

/O controllers

« Interfacing between a local bus-system
(system bus, peripheral bus)
and an concrete hardware device

* Accessible from the CPU via
control, status and data registers

 Major tasks:

convert electrical signals

buffer data in case of different signal speeds

multiplexing different channels

communicate with the external device independently of the CPU as far as possible
0 often up to the level of a complete embedded pcontroller

Hardware Fundamentals

/O interfaces via dedicated 1/0-buses

1o
Interface

Hardware Fundamentals

/O interfaces via system-bus

Tnterrupts

Interface

« 1/0 protection is given by protected CPU instructions (I need to be done in protected mode.

* Potentially less efficient, since all I/O operations need to be done in the OS-kernel
no obvious DMA - everything needs to be transferred via the CPU, I/O bus is processor specific

* 1/0 protection requires / is identical with memory protection, DMA possibilities, expandible

* System bus can be a bottle-neck, I/O interfaces are processor dependent
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Hardware Fundamentals

/O interfaces via system-bus and 1/0 bus controller

Interface

* 1/0 protection requires / is identical with memory protection, DMA possibilities, expandible

Memory

« System bus load can be reduced, /O bus is platform independent, e.g. PCI, SCSI, ...
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Hardware Fundamentals

Basic I/O device programming

« Status driven: the computer polls for information
(used in dedicated pcontrollers and pre-scheduled hard real-time environments)
« Interrupt driven: The data generating device may issue an interrupt
when new data had been detected / converted or when internal buffers are full
« Program controlled: The interrupts are handled by the CPU directly
(by changing tasks, calling a procedure, raising an exception,
free tasks on a semaphore, sending a message to a task, ...)
« Program initiated: The interrupts are handled by a DMA-controller.
No processing is performed. Depending on the DMA setup,
cycle stealing can occur and needs to be considered for the worst case computing times.
Channel program controlled: The interrupts are handled by a dedicated channel
device. The data is transferred and processed. Optional memory-based communication
with the CPU. U the channel controller is usually itself a dedicated pengine / picontroller.
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Interface

0 Operating systems need to take care of all asynchronous and concurrent resources.

0 Concurrency and synchronization are fundamentals of operating systems design!

52003 Uwe R Zimmer, International University Bremen

Page 148 of 432 (chapter 2: 10 157)

Operatlng Systems & Networks

yCantroIIers

MC68HC05

« Clock: max. 2.1MHz internal (4.2MHz external)
* Registers: PC, SP (16 bit); Accu, Index, CC (8 bit)
* RAM: 176bytes

* ROM: 5936bytes

« EEPROM: 256bytes

« Power saving modes (stop, wait, slow)

« Serial: 46-76800 baud (at 2.4576 MHz)

« Parallel 1/0: 3*8bit; Parallel in: 1*8bit

« Timers: 1*16bit

« A/D: 8 channels, 8bit

e

* PWM: 2 generators
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Loop here till Dutpul Compara ﬂag set
;Low byte of Output Compare register

MAIN BRCLR 6 TSR NH[N

ann x$n4 1Add Aty = (58ms/4ps)mod2® = $D4
STA  TEMPA ;Save till high half calculated
LDA  octP iHigh byte of Output Compare register
ADC  *$30 3Add At = (58ms/4us)div2® = $38 Crearry)
STA  ochp ;Update high byte of Output Compare register
LDA  TEMPA iGet low half of updated value
STA  OCHP+1 iUpdate Tow half and reset Output Compare flag
LDA  TIC ;Get current TIC value
INCA $TIC := TIC + 1
STR  TIC jUpdate TIC
P %20 ;20th TIC?, 1 second passed?
BLO  NOSEC (If not, skip next clear
CLR  TIC iClear TIC on 20th
NOSEC EQU  *
JSR TIME jUpdate time-of-day & day-of-ueek
JSR KYPAD ;Check /seruice kegpad
JSR A0 iCheck Temp Sensors
JSR  HUAC ;Update Heat/Air Cond Outputs
JSR LCD jUpdate LCD display
BRA  MAIN {End of main loop
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pControIIers MPC565

* -40°- +125°C, power dissipation: 0.8 - 1.12W

« CPU: PowerPC core (incl. FPU & BBC), 40/56MHz
* Memory: flash: 1M, static: 36K, 32 32-bit registers
* Time processing units: 3 (via dual-ported RAM)

* Timers: 22 channels (PWM & RTC supported)

+ A/D convertors: 40 channels, 10bit, 250kHz

+ Can-bus: 3 TOUCAN modules

+ Serial: 2 interfaces

* Interrupt controller: 48 sources on 32 levels

* Data link controller:
SAE J1850 class B communications module

+ Real-time embedded application development
interface: NEXUS debug port (IEEE-ISTO 5001-1999)

* Packing: 352/388 ball PBGA
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yControllers MPCS 65

Time processing unit

a special-purpose pcontroller:

* Independent pengine.

« 16 digital /O channels with e
independent match and
capture capabilities.

THER
comoL)  SCHEDULER | g recuesrs || CHANNELS

* Meant to operate these
1/0 channels for timing
control purposes.

« Predefined pengine command
set (ROM functions
in control store).

* 216-bit time bases
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Summary

Hardware Fundamentals

« General computer architecture
* CPU

« Registers
« Traps/interrupts & protected modes

« Memory

« General memory layout
« Caching

* 1/0 systems
« 1/0 controllers, /O buses, device programming
* Some examples of pprocessors

« small scale pcontroller (68HC05)
« Full scale integrated processor (MCP565)
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lntroductlon to processes and threads

1 CPU address space 1 address space n
per control-flow P P

for specific contigurations only: | EIH =
« distributed pcontrollers
« physical process conrol B { L= Ly
systems:
Tcpu per task, - =

connected via a typ. fast
bus-system (VME, PCI)

-hma memory

O no need for process
management
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lntroduct:on to processes and threads

address space 1

address space n

1 CPU
for all control-flows

* OS: emulate one CPU for
every control-flow

0 multi-tasking
operating system

* support for memory
protection becomes essential

lntraductmn to processes and threads

Processes

address space 1 address space n

* Proces:
address space
+ control flow(s)

* Kernel has full knowledge
about all processes as well as
their requirements
and current resources
(see below)

lntroductmn to pracesses and threads

Threads

Threads (individual control-flows)
can be handled:

address space 1 address space n

* inside the kernel:

b [ ]

« kernel scheduling

* 1/0 block-releases
according to external
signal

outside the kernel:

« user-level scheduling
« no signals to threads

lntroduct:on to processes and threads

Multi-processor-
systems

address space 1

address space n

« The kernel may execute
multiple processes at a time.

0 Address space and resource
restrictions of individual
CPUs and processes/threads
need to be considered.

01 Caching, synchronization,
and memory protection need
to be adapted.
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lntrodm:tmn to processes and threads

Symmetric Multi-
processing (SMP)

address space 1 address space n

b [~

« all CPUs share the same
physical address space
(and access to resources)

0 processes/threads can be
executed on
any available CPU

02003 Une R Zimmer, nternational Universiy Bremen Page 162 01 432 (chapter 3: 0 399)

lntroductmn to processes and threads

Processes « Threads
Also processes can share memory
and the exact interpretation of threads is different in different operating systems:

O Threads can be regarded as a group of processes, which share some resources
(O process-hierarchy)

O Due to the overlap in resources,
the attributes attached to threads are less than for ‘first-class-citizen-processes’

0 Thread switching and inter-thread communications
can be more efficient than on full-process-level

‘ shared memory. ‘

o ling of threads depends on the actual thread implementations:
* e.g. user-level control-flows, which the kernel has no knowledge about at all
* e.g. kernel-level control-flows, which are handled as processes with some restrictions
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lntraductmn to processes and threads

Process Control Blocks
Process Control Blocks (PCBs)
* Process Id
* Process state:
{created, ready, executing, blocked, suspended, ...}
o Scheduling info:
priorities, deadlines, consumed CPU-time, ...
* CPU state:
saved/restored information while context switches
(incl. the program counter, stack pointer, ...)
« Memory spaces / privileges:
memory base, limits, shared areas, ...
« Allocated resources / privileges:
open and requested devices and files

.. PCBs are usually enqueued at a certain state or condition
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 created: the task is ready to run,
but not yet considered by any dispatcher
- waiting for admission

* ready: re'ady lfo rur& -
—waiting for a free
e | 8
« running: holds a CPU and executes
« blocked: not ready to run
- waiting for a a resource to become
available
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Process states

 created: the task is ready to run,
but not yet considered by any dispatcher
— waiting for admission

« ready: ready to run
— waiting for a free CPU

@

| release |  blocked: not ready to run
~ waiting for a resource

 running: holds a CPU and executes

« suspended states: swapped out of main
memory (not time critical processes)

— waiting for main memory space

(and other resources)

blocked
mm

| suspend (swap-out) |

Process states

 created: the task is ready to run,

but not yet considered by any dispatcher
— waiting for admission

« ready: ready to run

— waiting for a free CPU

block

 running: holds a CPU and executes

* blocked: not ready to run
~ waiting for a resource

blocked « suspended states: swapped out of main
TTEm memory (not time critical processes)

— waiting for main memory space

(and other resources)

[suspend (swap out |

suspend (swap-ou)

O dispatching and suspending
can be independent modules here

Process sta tes

pre-emption or cycle done

batch | ready executin
creation _ m?m _ dispatch termination
inblock suspend (swap-out)
UM% ready, suspended |

suspend (swap-out)

LT
blocked, SuSpendedjlock

swapout ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘

blocked

block or synchronize
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Synchronlzatmn

Synchronization methods

* Shared memory based synchronization

« Semaphores 00 C, POSIX — Dijkstra

* Conditional critical regions 0 Edison (experimental)

 Monitors 0 Modula-1, Mesa — Dijkstra, Hoare, ...
 Mutexes & conditional variables 0 POSIX

* Synchronized methods 0 Real-time Java

« Protected objects 0 Adags

* Message based synchronization

« Asynchronous messages O e.g POSIX, ...

« Synchronous messages 0 e.g. Ada95, CHILL, Occam2
« Remote invocation, remote procedure call O e.g. Ada9s, ...

« Synchronization in distributed systems O e.g CORBA, ...
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Synchronization

Synchronization in operating systems

0 There are many concurrent entities in operating systems:

« Interrupt handlers
Processes
Dispatchers

. Timers

..and ... operating systems need to be expandible or very robust ...

Thus all data is declared ...
0 ... either local (and protected by language-, or hardware-mechanisms)

0 ... OFitis ‘outin the open’ and all access need to be synchronized!

Page 17001 432 (chapter 310 394)

Synchronization
The need for synchronization

Synchronization: the run-time overhead?

O Is the potential overhead justified for simple data-structures:
i++; {in one thread} | i=8; {in another thread}

« Are those operations atomic?

* Do we really need to introduce full featured synchronization methods here?
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Synchromzatlon

The need for synchronization

int i

i++; {in one thread} | i=0; {in another thread}

« Depending on the hardware and the compiler, it might be atomic, it might be not:

0 Handling a 64-bit integer on a 8- or 16-bit controller will not be atomic
. but perhaps it is an 8-bit integer.

0 Any manipulations on the main memory will not be atomic
.. but perhaps it is a register.

0 Broken down to a load-operate-store cycle, the operations will not be atomic
... but perhaps the processor supplies atomic operations for the actual case.

0 Assuming that all ‘perhapses’ are applying: how to expand this code?
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Synchmnlzalmn

The need for synchronization

int i

i++; {in one thread} | i=0; {in another thread}
0 Unfortunately: the chances that such programming errors turn out are usually small and some
implicit by chance synchronization in the rest of the system might prevent them at all.

* Many effects stemming from asynchronous memory accesses are interpreted as (hardware)
“glitches’ since they are rare and effect usually only some parts of the data.

« On assembler level: synchronization by employing knowledge about the atomicity of
CPU-operations and interrupt structures is nevertheless possible and done frequently.

In anything higher than assembler level on small, predictable pcontrollers:

o Measures for synchronization are required!
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5ynchromzatmn J

Some synchronization terms:

« Condition synchronization:
synchronize a task with an event given by another task.
« Critical sections:
code fragments which contain access to shared resources and need to be executed without
interference with other critical sections, sharing the same resources.
« Mutual exclusion:
protection against asynchronous access to critical sections.
« Atomic operations:
the set of operations, which atomicity is guaranteed by the underlying system (e.g. hardware).

O there must be a set of atomic operations to start with!

Operatlng Systems & Networks

Synchramzatmn
Synchronization by flags
Word-access atomicity:
Assuming that any access to a word in the system is an atomic operation:

e.g. assigning two values (not wider than the size of word) to a memory cell simultaneously:

Task1: x := 0 | Task2: x

will resultin either x = @ xorx = 5 — and no other value is ever observable.

Sy;wchroniza tion
Synchronization by flags

Assuming further that there is a shared memory area between two processes:

* Aset of processes agree on a (word-size) atomic variable operating
as a flag to indicate synchronization conditions.

Operatmg Systems & Networks

Synchromzatmn

Condition synchronization by flags

var Flag @ boolean := false;

process P1;
statement X;

process P2;
statement A;
repeat until Flag; Flag := true;

statement ¥;
end P1;

statement B;
end P2;

Sequence of operations: [A | X] o [B|Y]
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S ynchromzatmn

Synchronization by flags

Assuming further that there is a shared memory between two processes:

« Aset of processes agree on a (word-size) atomic variable operating
as a flag to indicate synchronization conditions

Memory flag method is ok for simple condition synchronization, but .

O ...is not sufficient for general mutual exclusion in critical sections!

0 ... busy-waiting is required to poll the synchronization condition!

o More powerful synchronization operations
are required for critical sections
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S) ynchromza tion

Synchronization by semaphores
(Dijkstra 1968)

Assuming further that there is a shared memory between two processes:

« aset of processes agree on a variable S operating
as a flag to indicate synchronization conditions ... and ...
« an atomic operationP on § — P stands for ‘passeren’ (Dutch for ‘pass’):
eP: [ifS >0 thensS :=5 - 1] also: ai t’,‘Suspend_Until_True’
* an atomic operationV on' S — V stands for ‘vrygeven’ (Dutch for ‘to release’):
eV [S:=8S+ 1] also:‘Signal’, ‘Set_True’

O the variable S is then called a semaphore.

OS-level: P is usually also suspending the current task untilS > @.
CPU-level: P indicates whether it was successful, but the operation s not blocking.
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Synchromza tion

Condition synchronization by semaphores

var sync : semaphore e;

process P1;

process P2;
statement X;

statement A;
wait (syncd; signal (syncd;

statement v; statement Bj
end P1; end P2;

Sequence of operations: [A | X] 1 [B | Y]
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Operatlng Systems & Networks

Synchromzatmn

Mutual exclusion by semaphores

var mutex : semaphore := 1j

process P1;
statement X;

process P2;
statement A;

wait (nutexd; wait (nutex);
statement ¥; statement B;

signal (mutex); signal (nutex);

statement Z;
end P1;

statement C;
end P2;

Sequence of operations: [A | X] 0 [Bo Y xor Yo Bl o [C|Z]
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S ynchromzallan

Semaphores

Types of semaphores:

* General semaphores (counting number; (range limited by the system)
P and U increment and decrement the semaphore by one.

« Binary semaphores: restricted to [0, 1]; Multiple U (Signal) calls have the same effect than 1 call.
« binary semaphores are sufficient to create all other semaphore forms.
« atomic ‘test-and-set’ operations at hardware level are usually binary semaphores.
« Quantity semaphores: The increment (and decrement) value for the semaphore is specified as a
parameter with P and V.
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S) ynchromza tion

Semaphores in Ada95

package Ada.Synchronous_Task_Control is
type Suspension_Object is limited private;

procedure Set_True (S : in out Suspension_Object);
procedure Set_False (S : in out Suspension_Object);

function Current_State (S : Suspension_Object) return Boolean;
procedure Suspend_Until_True (S : in out Suspension_Object);

private
-- not specified by the language
end Ada.Synchronous_Task_Control;
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Synchronlza tion

Semaphores in Ada95

package Ada.Synchronous_Task_Control is
type Suspension_Object is limited private;

procedure Set_True (S : in out Suspension_Object);
procedure Set_False (S : in out Suspension_Object);

function Current_State (S : Suspension_Object) return Boolean;
procedure Suspend_Until_True (S : in out Suspension_Object);

private
—- not specified by the language
end Hda Synchronous_Task_Control;

* only one task can be blocked at Suspend_Unti1_True! (‘strict version of a binary semaphore’)
(Program_Error will be raised with the second task trying to suspend itself)

0 no queues! 0 minimal run-time overhead
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S ynchronlzatlon

o
Semaphores ar&é@% 95

package Ada.Synchronous_Task_ContraQ
type 5uspens.on_omecz is | d privg

procedure Set_True (S, ut St
procedure SEt_Fﬂ]se 2 in oul%

%(St te (S

procedure Sus nd_Uht\]_Tr‘ue (€]

on. Dbjecl)'
nsion_Object
function Curry sion_@bjectd” rihurnigholean;
ingput QusiffSiopObject);

private
—- not specified by the languagd
End Fldu Synchronous_Task_Control4

* only one task can be blocked@Quspiad-Up'ti1_True! (strict version of a binary semaphore)
(Program_Error will be®if=d with theS€cond task trying to suspend itself)

0 no queues 0 minimal \un-tiri overhead
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S ynchronlzanon

Semaphores in POSIX

int sem_init (sem_t *sem_location, int pshared, unsigned int value);
int sem_destroy (sem_t *sem_location);
int sem_wait (sem_t *sem_location);
int sem_tryuait  (sem_t *sem_location);
int sem_timeduait (sem_t *sem_location, const struct timespec *abstimed;
int sem_post (sem_t *sem_location);

int sem_getualue (sem_t *sem_location, int *ualue);
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S ynchromza tion

Semaphores in POSIX

int sem_init (sem_t *sem_location, int pshared, unsigned int value);
int sem_destroy (sem_t *sem_location);
int sem_uait (sem_t *sem_location);
int sem_tryuait (sem_t *sem_location);
int sem_timeduait (sem_t *sem_location, cons{ struct timespec *abstime);

int sem_post (sem_t *sem_location);

int sem_getualue (sem_t *sem_location, int[*ualued;

©2003 Unve R Zimmer
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Synchmmza tion

Semaphores in POSIX

int sem_init (sem_t *sem_location, int pshared, unsigned int valued;
int sem_destroy (sem_t *sem_location);

int sem_wait (sem_t *sem_location);
int sem_tryuait  (sem_t *sem_location);
int sem_timedwait (sem_t *sem_location, const struct timespec *abstime);

int sem_post (sem_t *sem_location);
int sem_getualue (sem_t *sem_location, int *ualued;
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Synchronlzalmn

Semaphores in POSIX

void allocate (priority_t P) \zold deallocate (priority_t P
{
senwait &nutexd;
busy =
ssmge(ualue (&condlhighl,
wai ting);
if Cwaiting < @ {

sem_wait (&mutex);
if (busy {
sem_post (&mutex);
sem_wait (&condIP1);

busy = 1; sem_post (&condlhighl);
t @mutex);
sem_post (&mutex); Heet
sem_getualue (&condllowl,

uai ting);
if Cwaiting < @ {
sem_post (&condllow1);

generate semaphore for usage between processes delivers the number of waiting processes as a negative integer, sem_t mutex, cond[2]; }
(otherwise for threads of the same process only) if there are processes waiting on this semaphore tupedef emun {low, high} priority_t; else {
int waiting sem_post (&mutex);
int busy } )
'©2003 Unve R Zimme, Inermational Universy Bremen Tage 189 o7 132 chapter 3 0 399) ©2003 Uwe R. Zimmes, International Universiy Bremen Fage 190 o7 172 chapter 310 397 2003 Uwe R. Zimmer, internatonal Universiy Bremen Tage 197 of 432 (hapter 10 197) '©2003 Unve K. Zimmer, Inermational Universiy Bremen Tage 192 o7 132 chapter 3 0 397



Operating Systems & Networks

Synchronization

Deadlock by semaphores

wi th Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X, ¥ : Suspension_Object;

task B; task A;
task body B is task body A is

begin begin

Suspend_Unti1_True (¥);
Suspend_Until_True (X);

Suspend_Until_True (X);
Suspend_Until_True (¥);
end B; end A;

0 could raise aProgram_Error in Adags.

0 produces a potential deadlock when implemented with general semaphores.

0 Deadlocks can be generated by all kinds of synchronization methods.

Operating Systems & Networks

Synchronization

Criticism of semaphores

* Semaphores are not bound to any resource or method or region
0 Adding or deleting a single semaphore operation some place might stall the whole system

* Semaphores are scattered all over the code
0 hard to read, error-prone

0 Semaphores are considered not adequate for complex systems.

(all concurrent and real-time languages offer more abstract and safer synchronization methods),

Operating Systems & Networks

Synchronization

Conditional critical regions

Basic idea:
* Critical regions are a set of code sections in different processes,
which are guaranteed to be executed in mutual exclusion:

* Shared data structures are grouped in named regions
and are tagged as being private resources.
« Processes are prohibited from entering a critical region,
when another process is active in any associated critical region.
« Condition synchronisation is provided by guards:
* When a process wishes to enter a critical region it evaluates the guard (under mutual
exclusion). If the guard evaluates false, the process is suspended / delayed.

« As with semaphores, no access order can be assumed.

Synchronization

Operating Systems & Networks

Conditional critical regions

buffer

process producer;
Toop

region critial_buffer_region
when buffer.size < N do

-- place in buffer etc.
end region

end loop;
end producer

buffer_t;
resource critial_buffer_region :

buffer;

process consumer;
Toop

region critial_buffer_region
when buffer.size > @ do

-~ take from buffer ete.
end region

end 1oop;
end consumer
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Synchronization

Criticism of conditional critical regions
* All guards need to be re-evaluated,
when any conditional critical region is left:

0 all involved processes are activated to test their guards
O there is no order in the re-evaluation phase 0 potential livelocks
* As with semaphores the conditional critical regions
are scattered all over the code.

0 on a larger scale: same problems as with semaphores.

The language Edison uses conditional critical regions
for synchronization in a multiprocessor environment
(each process is associated with exactly one processor).
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Monitors
(Modula-1, Mesa — Dijkstra, Hoare)

Basic idea:
« Collectall operations and data-structures shared in critical regions in one place, the monitor.
« Formulate all operations as procedures or functions.
« Prohibit access to data-structures, other than by the monitor-procedures.

« Assure mutual exclusion of the monitor-procedures.
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Monitors

moni tor buffer;
export append, take;
var Ck declare protected vars *)
procedure append (I : integer);

procedure take (var I : integer);
begin
Ok initialisation *)
end; How to realize conditional synchronization?
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Synchronization

Monitors with condition synchronization

(Hoare)

Hoare-monitors:

« Condition variables are implemented by semaphores Mai t and Signal).

* Queues for tasks suspended on condition variables are realized.

* Asuspended task releases its lock on the monitor, enabling another task to enter.

[ More efficient evaluation of the guards:

the task leaving the monitor can evaluate all guards and the right tasks can be activated.

0 Blocked tasks may be ordered and livelocks prevented.

52003 Uwe R. Zimver, International University Bremen Fage 197 of 432 (chapter 3: 10 394]

Operating Systems & Networks

Synchronization

Monitors with condition synchronization

moni tor buffer;
export append, take;

var BUF :array [ .. 1 of integer;
top, base : B..size-1;
Number InBuf fer : integer;

spaceavailable, itemavailable : condition;

procedure append (I :
begin

if NumberInBuffer = size then

integer);

wait (spaceavailabled;
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Synchronization
Monitors with condlition synchronization

procedure take Cvar I :
begin
if NumberInBuffer = @ then

integer);

wait Citemavailabled;
end if;
I := BUF[basel;
e := (base+1) mod size;
NumberInBuffer := NumberInBuffer-1;

The signalling and the
waiting process are both
active in the monitor!

signal (spaceavailable);
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Monitors with condition synchronization

Suggestions to overcome the multiple-tasks-in-monitor-problem:
« Asignal is allowed only as the last action of a process before it leaves the monitor.
« Asignal operation has the side-effect of executing are turn statement.

* Hoare, Modula-1, POSIX: asignal operation which unblocks another process
has the side-effect of blocking the current process;
this process will only execute again once the monitor is unlocked again.

* Asignal operation which unblocks a process does not block the caller,
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Monitors in Modula-1

s uwait (s, r:

delays the caller until condition variable s is true (r is the rank (or ‘priority’) of the caller).

* send (s):

If a process is waiting for the condition variable's,
then the process at the top of the queue of the highest filled rank is activated

(and the caller suspended).

* awaited (s):

end if; but the unblocked process must gain access to the monitor again. check for waiting processes ons.
BUF[top] := I; NumberInBuffer := NumberInBuffer+1; end take;
top = Ctop+1) mod size; begin ¢+ initialisation *)
NumberInBuffer := @;
signal Citenavailable e e 12 8
end append; end;
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Monitors in Modula-1

INTERFACE MODULE resource_controlj

DEFINE allocate, deallocate;
UAR busy : BOOLEAN; free : SIGNAL;

PROCEDURE allocate;
BEGIN

IF busy THEN WAIT (freed END;
busy := TRUE;
END;
PROCEDURE deallocate;
BEGIN
busy := FALSE;
SEND (free); —or: IF RWAITED C(free) THEN SEND (free);
END;
BEGIN
busy := false;
END.

Operating Systems & Networks

Synchronization

Monitors in ‘C" / POSIX

(types and creation)

Synchronization between POSIX-threads:

typedef .. pthread_mutex—t;
tgpedef .. pthread_mutexattr_t;
typedef .. pthread_cond_t;

typedef .. pthread_condattr_t;

int pthread_mutex_init C pthread_mutex_t

*nutex,
const pthread_nutexattr_t *attr);

int pthread_nutex_destroy ¢ pthread_nutex_t *nutex);

int pthread_cond_init pthread_cond_t *cond,
const pthread_condattr_t *attr);

int pthread_cond_destroy ¢ pthread_cond_t *cond);

ternational University Bremen
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Monitors in ‘C’ / POSIX
(types and creation)

Synchronization between POSIX-threads:

2003 Uwe R. Zimme, International University Bremen
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typedef

pthread_mutex—t;
tgpedef .. pthread_mutexatir_t; <
typedef .. pthread_cond_t;
tupedef .. pthread_condattr_t; < |

Attributes include:

semantics for trying to lock a mutex which
is locked already by the same thread

int pthread_mutex—init 3 « sharing of mutexes and

const condition variables between processes
int pthread_mutex_destroy ¢ S processes
int pthread_cond_init * priority ceiling

const |« clock used for timeouts
int pthread_cond_destroy ¢

Synchronization
Monitors in ‘C" / POSIX
(types and creation)
Synchroni between POSIX-threads:
typedef .. pthread_mutex_t;
tgpedef . pthread_mutexattr_t;
typedef .. pthread_cond_t;
typedef .. pthread_condattr_t;
int pthread_mutex—init < nihread mutey + ETT
Undefined, if locked
int pthread_mutex_destroy H

int pthread_cond_init

<
A Undefined, if threads are waiting |
int pthread_cond_destroy “4 ¢
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Monitors in ‘C" / POSIX

(operators)

int pthread_mutex_lock
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Synchronization

Monitors in ‘C" / POSIX

(operators)

int pthread_nutex_lock
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Synchronization

Monitors in ‘C" / POSIX

(operators)

int pthread_mutex_lock
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Synchromzatmn

Monitors in ‘C" / POSIX

(operators)

< pthread_mutex_t *mutex); 4 pthread_nutex_t *nutex); < pthread_mutex_t *mutex); int pthread_nutex_lock pthread_mutex_t *mutex)
int pthread_nutex_trylock ¢ pthread_nutex_t *mutex); int pthread_mutex_trylock ¢ pthread_nutex_t *mutex) ; int pthread_mutex_trylock ¢ E? : int pthread_mutex_trylock thread nutex t *ytex):
int pthread_mutex_timedlock ¢ pthread_mutex_t *mutex, int pthread_mutex_timedlock ¢ pthread_nutex_t *nutex, int pthread_mutex_timedlock ¢ int pthread_mutex_timedlock x
const struct timespec *abstime); const struct timespec *abstime); const undefined, can be called any time, anywhere
int pthread_mutex_unlock 4 pthread_mutex_t *mutex); int pthread_mutex_unlock « pthread_mutex_t *mutex); int pthread_mutex_unlock Y int pthread_mutex_unlock (multiple lock reaction can be specified)
int pthread_cond_wai t q pthread_cond_t *cond, int pthread_cond_wai t 4 » ; int pthread_cond_wait if called out of order! int pthread_cond_uai t oo g Seen
pthread_mutex_t *mutex); unblocking ‘at least one’ thread | ,t}?::ad_mutex_t *mutexd;
int pthread_cond_timeduait ¢ pthread_cond_t *cond, int pthread_cond_timeduait ¢ == 3 int pthread_cond_timeduai t int pthread_cond_timeduait ‘thread_cond_t *cond,
pthread_mutex_t *mutex, mutex, pthread_mutex_t *mutex,
const struct timespec *abstime); unblocking all threads | const struct timespec *abstime); st struct timespec *abstime);
int pthread_cond_signal « pthread_cond_t *cond); int pthread_cond_signal pihread_cond—t FSondy; int pthread_cond_signal < pthread_cond_t *cond); int pthread_cond_signal pthread_cond_t *cond);
int pthread_cond_broadcast ¢ pthread_cond_t *cond); int pthread_cond_broadcast“¢ pthread_cond_t *cond); int pthread_cond_broadcast ¢ pthread_cond_t *cond) ; int pthread_cond_broadcast pthread_cond_t *cond);
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S ynchromzatmn

Monitors in ‘C" / POSIX
(example, definitions)

#define BUFF_SIZE 10

typedef struct {
pthread_mutex_t mutex;
pthread_cond_t buffer_not_full;
pthread_cond_t buffer_not_empty;

Operatmg Systems & Networks

S) ynchromza tion

Monitors in ‘C" / POSIX

(example, operations)

int append Cint item, buffer *B) {
PTHREAD_MUTEX_LOCK (&B->mutex);

int take Cint *item, buffer *B) {
PTHREAD_HUTEX_LOCK (&B—)mutex)

while (B->count == BUFF_SIZE) {
PTHREAD_COND_WAIT (
&B->buffer_not_full,

while (B->count =:
F'THF(EF!D_CONDJJR[T C
&B->buf fer_not_empty,

Operatmg Systems & Networks
Synchromzatmn
Monitors in Java

Java provides two mechanisms to construct monitors:

« Synchronized methods and code blocks
ali methods and code blocks which are using the sunchronized tag
are mutually exclusive with respect to the addressed class.

Operatlng Systems & Networks
Synchromzatmn
Monitors in Java

Considerations:

1. Synchronized methods and code blocks:
« In order to implement a monitor all methods in an object need to be synchronized.

0 any other standard method can break the monitor and enter at any time.

t t, first, last; — ; - ; e . . . .
:Et EEL;TBGFFL;?ZE " as &B->mutex); &B->mutex); « Notification methods:wait, notify, andnoti fyall * Methods outside the monitor-object can synchronize at this object.
} buffer; PTHREAD_MUTEX_UNLOCK (&B->mutex); PTHREAD_MUTEX_UNLOCK (&B->mutex); can be used only in synchronized regions and are waking any or all threads, 0 itis impossible to analyse a monitor locally, since lock accesses can exist all over the system.
PTHREAD_COND_SIGNAL ¢ PTHREAD_COND_SIGNAL ¢ which are waiting in the same synchronized object. ) .
&B->buffer_not_empty); &B->buffer_not_fulld; * Static data is shared between all objects of a class.

return 8; ) return 8; [ access to static data need to be synchronized over the whole class.
Either in static synchronized blocks: synchronized (this.getClass()) {.}
or in static methods: publ ic synchronized static <method>
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Monitors in Java
Considerations:

2. Notification methods: wai t,notify, and noti fyAll

« wait suspends the thread and releases the local lock only

S) ynchromza tion

Monitors in Java
(multiple-readers-one-writer-example)
each of the writers uses these monitor.calls:

each of the readers uses these monitor.calls:

slar/‘}Read O3 startirite OF

Synthronlza tion

Monitors in Java

1l lers. ple: fyAll method)

public class ReadersHriters

{
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Monitors in Java

iple-readers ple: All method)

public synchronized void Startlrite (O throws InterruptedException
{

while Creaders > @ || writing)
{

d_the shared data only manipulate the shared data private int readers
0 nested wai t-calls will keep all enclosing locks. stopRead O stoplrite O private int waitinglriters = ; waitingriters++;
private boolean writing = false; wai to;
« notifyandnotifyAll does not release the lock wai tinghriters-=;
0 methods, which are activated via notification need to wait for lock-access. constructa monitor, which allows iriting = trues
multiple readers 9 H
« wai t-suspended threads are hold in a queue (Real-time Java only!), or }
thus noti fufA11} is waking the threads in order 0 livelocks are prevented at this level . one writer public synchronized void StopHrite(>
. ici i atatime inside the critical regions {
There are no explicit conditional variables. 8! writing = false;
O every notified thread needs notifuRll O;
to wait for the lock to be released and to re-evaluate its entry condition
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Monitors in Java

ltiple-read le: fyAll method)

public synchronized void StartRead () throws InterruptedException
while Cwriting || waitingdriters > @

waitO;

readers++;
whenever a synchronized region is left:
?ubl ic synchronized void StopRead(> » all thread are notified

readers--;
if (readers == 8 notifyAl10;

« all threads are
re-evaluating their guards

}
}

S ynchromza tion

Monitors in Java

Standard monitor solution:
« declare the monitored data-structures private to the monitor object (non-static).
« introduce a class Condi tionVariable:

public class ConditionVariable {
public boolean wantToSleep = false;
« introduce synchronization-scopes in monitor-methods:
0 synchronize on the adequate conditional variables first and
O synchronize on the monitor-object second.

* make sure that all methods in the monitor are the correct synchr

« make sure that no other method in the whole system is synchronizing on this monitor-obiject.

Operatmg Systems & Networks

Synchmmza tion

Monitors in Java

(multiple-readers-one-writer-example: usage of external conditional variables)

public class Readershriters
{

private int readers
private int wai tingReaders
private int wai tinghriters

private boolean writing = false;

ConditionVariable OkToRead
ConditionVariable OkTolrite

new ConditionVariable Oj
new ConditionVariable ();

Synchronlzalmn

Monitors in Java
public void Startlrite () throws InterruptedException
{ synchronized (OkTolrite)
{ ignchr‘onlzsd (this)

if Cwriting | readers > @ {

wai tingriters++;

OkTokri te.wantToSleep = true;
} else {

writing = true;

OkTokri te.uantToSleep = false;

}
if (OkTolrite.wantToSleep) OkToWrite.wait ;
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Synchronization

Monitors in Java
public void Stoplrite
synchronized (OkToRead)
¢ synchronized (OkTolrite)
¢ synchronized (this)

if Cwaitinglriters > @) {
wai tinglriters—-;
OkToHrite.notify ()5 // wakeup one writer
} else
uriting = false;
OkToRead.notifyRll (3 // wakeup all readers
readers = wai tingReaders;
waitingReaders = ©;

}
Yy oy 3.

Synchronization

Monitors in Java
public void StartRead () throws InterruptedException
¢ synchronized (OkToRead)
7gnchromzed (this)

if Cwriting | waitingdriters > @ {
wai tingReaders++;
OkToRead.wantToSleep = true;

} else {
readers++;
OkToRead.wantToSleep = false;

}

}
if (OkToRead.wantToSleep) OkToRead.wait ()

Operating Systems & Networks

Synchronization

Monitors in Java
public void StopRead ()
4
synchronized (OkTolrite)

synchronized Cthis)
{

readers--;
if (readers == @ & waitinglriters > ) {
wai tinghriters—-;
OkTokrite.notify 3

Operating Systems & Networks

Synchronization
Object-orientation and synchronization

Since mutual exclusion, notification, and condition synchronization schemes need to be designed
and analysed considering the implementation of all involved methods and guards:

0 new methods cannot be added without re-evaluating the whole class!

In opposition to the general re-usage idea of object-oriented programming,
the re-usage of synchronized classes (e.g. monitors) need to be considered carefully.

0 The parent class might need to be adapted in order to suit the global synchronization scheme.

0 Inheritance anomaly (Matsuoka & Yonezawa ‘93)

Methods to design and analyse expandible synchronized systems exist,
but are fairly complex and are not provided in any current object-oriented language.
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Monitors in POSIX & Java

o flexible and universal,
but relies on conventions rather than compilers
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Nested monitor calls
Assuming a thread in a monitor is calling an operation in another monitor
and is suspended at a conditional variable there:
O the called monitor is aware of the suspension and allows other threads to enter.
O the calling monitor is possibly not aware of the suspension and keeps its lock!

the unjustified locked calling monitor
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] S}nchronizatinn ]
Criticism of monitors

* Mutual exclusion is solved elegantly and safely.

* Conditional synchronization is on the level of semaphores still
0 all criticism on semaphores apply
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Synchronization by protected objects

Combine
« the encapsulation feature of monitors
with

« the coordinated entries of conditional critical regions

- ) to
POSIX offers conditional variables h f and lea ial I ;
reduces the system performance and leads to potential deadlocks. 5 Protected oblects
. . et 0 mixture of low-level and high-level synchronization constructs.
]av.a is more supportive than P_OSIX Suggestions to solve this situation: i « all controlled data and operations are encapsulated
in terms of data-encapsulation * Maintain the lock anyway: e.g. POSIX, Real-time Java « all operations are mutual exclusive
« Prohibit nested procedure calls: e.g. Modula-1 * entry guards are attached to operations
. ) - v . « the protected interface allows for operations on data
Extreme care must be taken when employing * Provide constructs which specify the release of a monitor lock for remote calls, e.g. Ada95 * no protected data is accessible (other than by defined operations)
object-oriented programming and monitors * tasks are queued (according to their priorities)
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Synchronization

Synchronization by protected objects in Ada95

(simultaneous read-access)
Some read-only operations do not need to be mutual exclusive:

protected type SharedData (Initial : Data_Item) is

function Read return Data_Item;
procedure Write (New_Value : in Data_Item);

private
The_Data : Data_Item := Initialj
end Shared_Data_Item;

« protected functions can have in’ parameters only and are not allowed to alter the private data
(enforced by the compiler).
O protected functions allow simultaneous access (but mutual exclusive with other operations).

« there is no defined priority between functions and other protected operations in Ada95.

Operating Systems & Networks

Synchronization

Synchronization by protected objects in Ada95

Condition synchronization is realized in the form of protected procedures
combined with boolean conditional variables (barriers): [ entries in Ada95:

Buffer_Size : constant Integer := 10;
type  Index  is mod Buffer_Size;
subtype Count  is Natural range @ .. Buffer_Size;
type  Buffer_T is array (Index) of Data_Item;
protected tupe Bounded_Buffer is

entry Get (Item : out Data_Item);

entry Put (Item : in Data_Item);

private
First : Index 'First;
Last : Index'Last;
Num H :H

Buffer : Buffer_T;
end Bounded_Buffer;

Operating Systems & Networks

Synchronization

Synchronization by protected objects in Ada95

(barriers)

protected body Bounded_Buffer is
entry Get (Item : out Data_Item) when Num > @ is

Ttem Buffer (First);
First := First + 13
Num Num = 1;
end Get;
entry Put (Item : in Data_Item) when Num < Buffer_Size is
begin
Last

Buffer (Last)
Num

end Put;
end Bounded_Buf fer;

Systems & Networks

8

Synchronization

Operatin,

Synchronization by protected objects in Ada95
Protected entries are used like task entries:
Buffer : Bounded_Buffer;

select select
Buffer.Put (Some_Data); delay 10.9;
then abort
Buffer.Put (Some_Datad;
-- try to enter for 10 s.
end select;

or
delay 10.0;
-= do something after 18 s.
end select;

select select

Buffer.Get (Some_Data; Buffer.Get (Some_Datad;
else then abort

-- do something else -- meanuhile try something else
end select; end select;
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Synchronization by protected objects in Ada95

(barrier evaluation)

Barrier evaluations and task activations:

* on calling a protected entry, the associated barrier is evaluated
(only those parts of the barrier which might have changed since the last evaluation).
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Synchronization

Synchronization by protected objects in Ada95

(operations on entry queues)
The count attribute indicate the number of tasks waiting at a specific queue:

protected Blocker is protected body Blocker is

entry Proceed; entry Proceed

when Proceed’count = S

©2003 Unve R Zimmer
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Synchronization

Synchronization by protected objects in Ada95

(operations on entry queues)

The count attribute indicate the number of tasks waiting at a specific queue:
protected type Broadcast is protected body Broadcast is

entry Receive (I1: out Message);
procedure Send (M: in Message);

entry Receive (M1: out Message)
when Arrived is
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Synchronization by protected objects in Ada95

(entry families, requeue & private entries)

Further refinements on task control by:
« Entry families:
a protected entry declaration can contain a discrete subtype selector, which can be evaluated
by the barrier (other parameters cannot be evaluated by barriers) and implements an

« on leaving a protected procedure or entry, related barriers with tasks queued are evaluated private . . or Release is private bealn, o Newtt array of protected entries.
(only those parts of the barriers which might have been altered by this procedure / entry end ojoaee © Boolean := False; begin Neu_tessage : Message; Ul age count > @ « Requeue facility:
or which might have changed since the last evaluation). ’ Release := Proceed’count > 8; Arrived : Boolean False; end Proceed; ’ protected operations can use equeue’ to redirect tasks to other internal, external, or private
) . end Proceed; : : X s releas
Barriers are not evaluated while inside a protected object or on leaving a protected function. H end Blocker; procedure Send (M in Messaged is entries. The current protected operation is finished and the lock on the object is released.
end Blocker; begi ‘Internal progress first"-rule: internally requeued tasks are placed at the head of the waiting queue!
Neu_Message := I; . Pri .o
fArrived := Receive’count > @; Private entries: )
end Send; protected entries which are not accessible from outside the protected object,
but can be employed as destinations for requeue operations.
end Blocker; ploy a P
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Synchronization by protected objects in Ada95

(requeue & private entries)

How to implement a queue, at which every task ~ package Single_Release is
can be released only once per triggering event? entry Wait;

Operating Systems & Networks

Synchronization

Synchronization by protected objects in Ada95

(requeue & private entries)

How to implement a queue, at which every task
can be released only once per triggering event? entry Wait;

package Single_Release is

Operating Systems & Networks

Synchronization

Synchronization by protected objects in Ada95
(requeue & private entries)

package body Single_Release is entry Queue

when Main_Door is

Operating Systems & Networks

Synchronization

Synchronization by protected objects in Ada95

(restrictions applying to protected operations)

Code inside a protected procedure, function or entry is bound to non-blocking operations

entry Hait (which would keep the whole protected object locked).
procedure Trigger; procedure Trigger; when Front_Door is begin Thus the following operations are prohibited:
. . ) ’ =0
end Single_Release; 0 e.g. by employing a second (private) entry:  Private begin if Queue count =2 then + entry call statements
Front_Door, if Hait'Count = @ then it : >
Main_Door : Boolean := False; Front_Door False; endegue&er’ * delay statements
entry Queue; Main_Door True; ? « task creations or activations
end if; procedure Trigger is
end Single_Release; requeue Queue; gin « calls to sub-programs which contains a potentially blocking operation
! 5 Front_Door := True; v el
end Wait; end Trigger; select statements
opening the main door | end Single_Release; * acceptstatements
before requeu 0 The requeue facility allows for a potentially blocking operation,
but releases the current lock!
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Summary o -

Shared memory based
synchronization

Monitors

General o
encapsdation

Criteria:

* level of abstraction

Synchronized
methads
(mutuelexcusion)

* centralized vs. distributed concepts

« support for consistency
and correctness validations

« error sensitivity
« predictability
« efficiency

Flags
atomic word access)

Operating Systems & Networks

Summary

proteced o

Shared memory based
synchronization

Moniors

Conditonslcrical
regions

POSIX

 all low level constructs available.

Data sructure
encapsuiaton

* no connection with the
actual data-structures.

* error-prone.

« non-determinism introduced by
‘release some’ semantics of
conditional variables (cond_signal).

Operating Systems & Networks

Summary

Shared memory based

synchronization
e

Dt sructure
encapsulation

« mutual exclusion
(synchronized methods)
as the only support.

« general notification feature
(no conditional variables)

* non-restricted object oriented extension
introduces hard to predict timing
behaviours.

Operating Systems & Networks

Summary
Shared memory based
synchronization

Modula-1, CHILL

 full monitor implementation
(Dijkstra-Hoare monitor concept).

... no more, no less, ... Synchronized

methods

0 all features of and criticism
about monitors apply.

daccess)
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Summary

Shared memory based
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Message-based synchronization
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Synchronization

Message-based synchronization
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Synchronization

Message-based synchronization

synchronization -
* Synchronization model Asynchronous messages Py P, Asynchronous messages P, P,
Ada95 « Asynchronous
et h tion s " * Synchronous If there is a listener: async. send ) If the receiver becomes available at a later stage: T
complete synchronizatin suppor LR ion ) sent he message dirctly 0 the messags ned tobe btered
« low-level semaphores .
f“ Vel semaphor ¢ Addressing (name space)
or very special cases. pm— T
« predictable timing (0] scheduler). Pl « direct communication
) . « mail-box communication
0 most memory oriented synchronization
conditions are realized by the compiler * Message structure
or the run-time environment directly time time time time
rather then the programmer. * arbitrary
.  restricted to ‘basic’ types
(Ada9s is currently without any mainstream « restricted to un-typed communications
competitor in this field)
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Synchronization

Message-based synchronization

Operating Systems & Networks

Synchronization

Message-based synchronization

Operating Systems & Networks

Synchronization

Message-based synchronization

Operating Systems & Networks

Synchronization

Message-based synchronization

Synchronous messages P P, Synchronous messages P, P, Synchronous messages Py P, Synchronous messages P P,
1 1 1
n n
1 1 1 ) ! 1
Delay the sender: sync. send TR Delay the sender: async. send R Delay the sender until: sync. send If the receiver becomes available at a later stage: async. send
 until the receiver got the message  until the receiver got the message BEERR async. send * areceiver is available [0 messages need to be buffered
0 two asynchronous messages required « areceiver got the message syne. receive async. receive
async. receive Eevactecnd
time time time time time time time time
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Synchronization
Message-based synchronization
Remote invocation Py P,

Delay the sender, until: rem. invoc. imocation
* areceiver got the message

* areceiver executed an addressed routine

V.. V.-

Operating Systems & Networks

Synchronization

Message-based synchronization

Remote invocation
Py P,

Delay the sender, until: oy D

* areceiver got the message B async. send

* areceiver executed an addressed routine

async. receive async. send

async. send async. receive
time time

Operating Systems & Networks

Synchronization

Message-based synchronization

Remote invocation
Py Py
Delay the sender, until: rem. invoc.
* areceiver becomes available invocation

* areceiver got the message

* areceiver executed an addressed routine

V. V.

Operating Systems & Networks

Synchronization

Message-based synchronization

Remote invocation
Py 2
Delay the sender, until: async. send

« areceiver becomes available async. receive

« areceiver got the message " async. send
 areceiver executed an addressed routine
async. receive async. send
e s async. receive
time time
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Synchronization

Message-based synchronization

Asynchronous remote invocation Py P,
Delay the sender, until: rem. invoc.
« areceiver becomes available invocation

« areceiver got the message

time. time

02003 Une R. Zimmer, nternational Universiy Bremen
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Synchronization
Message-based synchronization
Asynchronous remote invocation Py P,

Delay the sender, until: async.send

* areceiver becomes available

asyne. receive
* areceiver got the message async. receive async. send
time time

02003 Uwe R Zimmer, Iternational University Bremen
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Synchronization

Synchronous vs. asynchronous communications

Purpose ‘synchronization: [ synchronous messages / remote invocations
Purpose ‘in-time delivery: O asynchronous messages / asynchronous remote invocations

0 ‘Real’ synchronous message passing in distributed systems requires hardware support.

[ Asynchronous message passing requires the usage of (infinite?) buffers.

« Synchronous communications are emulated
by a combination of asynchronous messages in some systems.

« Asynchronous communications can be emulated in synchronized message passing systems by
introducing ‘buffer-tasks’ (de-coupling sender and receiver as well as allowing for broadcasts).

02003 Uwe R. Zimmer, International University Bremen
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Synchronization

Addressing (name space)
Direct vs. indirect:

send <message> to  <process-name)
vait for <message> from <process-name>
send <message> to  <mailbox>
wait for <message> from <mailbox>

Asymmetrical addressing:

send (message> to ..
wait for <message>

0 Client-server paradigm
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Synchronization
Addressing (name space)

Communication medium:

Connections
one-to-one

Functionality
buffer, queue, synchronization
one-to-many  multicast
one-to-all  broadcast
many-to-one  local server, synchronization
all-to-one  general server, synchronization

many-to-many  general network- or bus-system
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Synchronization

Message structure

* Machine dependent representations need to be taken care of in a distributed environment.
« Communication system is often outside the typed language environment.

Most communication systems are handling streams (packets) of a basic element type only.

[ Conversion routines for data-structures other then the basic element type are supplied ...
.. manually (POSIX)

... semi-automatic (Real-time CORBA)

.. automatic and are typed-persistent (Ada95)
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Synchronization

Message structure (Ada95)
package Ada.Streams is
pragma Pure (Streams);
type Root_Stream_Type is abstract tagged 1imited private;
type Stream_Element is mod implementation—defined;
type Stream_Element Offset is range implementation-defined;

subtype Stream_Element_Count is
Strean_Element_Offset range @..Stream_Element_Offset’Last;
type Strean_Element_Array is
array (Strean_Element_Offset range <>) of Stream_Element;
procedure Read (.) is abstract;
procedure Write (.) is abstract;
private
.. —— not specified by the language
end Ada.Streams;
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N S;vnei:;oni;iion -
Message structure (Ada95)

Reading and writing values of any type to a stream:

procedure S'Hrite(
Stream : access Ada.Streams.Root_Stream_Type'Class; Item : in T);

procedure S'ClassHriteC

Stream : access Ada.Streams.Root_Stream_Type'Class; Item : in T'Class);
procedure S'Read(

Stream : access Ada.Streams.Root_Stream_Type'Class; Item : out T);
procedure S'Class’Read(

Stream : access Ada.Streams.Root_Stream_Type'Class; Item : out T'Class)

Reading and writing values, bounds and discriminants of any type to a stream:
procedure S'Output(
Stream : access Ada.Streams.Root_Stream_Type'Class; Item : in T);

function S'InputC
Strean : access Ada.Streams.Root_Stream_Type'Class) return T;
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Synchronization

Message-based synchronization

Practical message-passing systems:
“message queues”:
POSIX: [ ordered indirect [asymmetrical | symmetrical] asynchronous
byte-level many-to-many message passing
“buffers”, "signals”:
CHILL: O ordered indirect ical |
typed [many-to-many | many-to-one] message passing

“channels”:

0 indirect fully-typed

Occam2:

message passing

Java:  no communication via messages available

© 2003 Une R. Zimmer, ntermational University Bremen
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Synchronization

Message-based synchronization

Practical message-passing systems:

|2 3 z
— Elz 2 )
Bolee gse
-|ET|5 | g 88
SIEEIZ S| ¢ 233
SlEEl2ciEs ¢ 55
5% 2|5 Z|g 2| contents |5 E E method
POSIX: | *|* * * * bytes * | message passing
CHILL: [*|* =% = 2 typed * *| message passing
Occam2: 7 * | fully typed | * message passing

Java: no communication via messages available
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Synchronization

Message-based synchronization in Occam2

Communication is ensured by means of a ‘channel, which:
« can be used by one writer and one reader process only
« and is synchronous:

CHAN OF INT SensorChannel:

PAR
INT reading:
SEQ i = @ FOR 1000
Q

-- generate reading
SensorChannel ! reading g1

INT dat. /

a:
SEQ i = @ FOR 1000
SEQ

tasks are synchronized
at these points

SensorChannel ? data
- employ data

2003 Uwe R. Zimme, International University Bremen
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Synchronization

Message-based synchronization in CHILL

CHILL is the ‘CCITT High Level Language,
where CCITT is the Comité Consultatif International Télégraphique et Téléphonique.
The CHILL language development was started in 1973 and standardized in 1979.
O strong support for concurrency, synchronization, and communication
(monitors, buffered message passing, synchronous channels)

del SensorBuffer buffer (32) int;
Send SensorBuffer (reading); | receive case

| (SensorBuffer in data) :
| esac;

signal SensorChannel = (int) to consumertype;

send SensorChannel (reading) | receive case
to consumer | (SensorChannel in data):
| esac;
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Message-based synchronization in CHILL

CHILL is the ‘CCITT High Level Language),
where CCITT is the Comité Consultatif International Télégraphique et Téléphonique.
The CHILL language development was started in 1973 and standardized in 1979
O strong support for concurrency, synchronization, and communication
(monitors, buffered message passing, synchronous channels)
del SensorBuffer buffer (32) int;

Send SensorBuffer (reading); receive case
---  (SensorBuffer in data) : ..

esac;

signal SensorChannel = (int) to consumertype;

send SensorChannel (reading) receive case
o o emsornanmel in data:
esac;

Synchronization
Message-based synchronization in Ada95

Ada95 supports remote invocations ((extended) rendezvous) in form of:
« entry points in tasks
« full set of parameter profiles supported

If the local and the remote task are on different architectures,
or if an intermediate communication system is employed:

p incl. bounds and discriminants are ‘tunnelled” through byte-stream-formats.

Synchronization:
« both tasks are synchronized at the beginning of the remote invocation (0 ‘rendezvous))

 the calling task if blocked until the remote routine is completed (O ‘extended rendezvous’)

Synchronization
Message-based synchronization in Ada95

Remote invocation

Py Py
(Rendezvous)

rem. invoc

T Cochonzea]

Delay the sender, until: invocation
* areceiver becomes available
* areceiver got the message

* areceiver started an addressed routine

time time

Operating Systems & Networks

Synchronization

Message-based synchronization in Ada95

Remote invocation P P,
(Extended rendezvous) 1
rem. invoc.

Delay the sender, until: invocation

T Tochonzea]

* areceiver becomes available
* areceiver got the message

* areceiver executed an addressed routine send results

-

« areceiver passed the results getresults

time.
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Message-based synchronization in Ada95

(Rendezvous)

(entr‘g_nume) [Cindex)] <parameters>
- waiting for synchronization

Gccept Centrynane> [Cindex 1

<parameter_profiled;

S ynchromza tion

Message-based synchronization in Ada95
(Rendezvous)
accept <entry_name> [Cindex) ]

<parameter_profiled;
- waiting for synchronization

Sentry_name> [Cindex)] <parameters>

Synchromza tion

Message-based synchronization in Ada95

(Extended rendezvous)

Lentry_name> [Cindex)1 <parameters>
waiting for sunchronization

synchronized accept <entry_name> [Cindex)]
L <parameter_profile> do
blocked

remote invocation

end <entry_name>;

Operatlng Systems & Networks

Synchromzatmn

Message-based synchronization in Ada95
(Extended rendezvous)
accept <entry_name> [Cindex) 1

<parameter_profile> do
. == waiting for synchronization

Sentry_name> [Cindex) 1 (purameters)

-- blocked

remote invocation

end <entry_name;

52003 Uwe R. Zimm
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Message-based synchronization in Ada95

Some things to consider for task-entries:
« In contrast to protected-object-entries, task-entries can call other blocking operations.
* Accept statements can be nested (but need to be different).
0 helpful e.g. to synchronize more than two tasks.
« Accept statements can have a dedicated exception handler (like any other code-block).

Exceptions, which are not handled during the rendezvous phase
are propagated to all involved tasks.

« Parameters cannot be direct ‘access’ parameters, but can be access-types.
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Message-based synchronization in Ada95

Some things to consider for task-entries:
« In contrast to protected-object-entries, task-entries can call other blocking operations.
* Accept statements can be nested (but need to be different).
0 helpful e.g. to synchronize more than two tasks.
« Accept statements can have a dedicated exception handler (like any other code-block).

Exceptions, which are not handled during the rendezvous phase
are propagated to all involved tasks.

« Parameters cannot be direct ‘access’ parameters, but can be access-types.
« ‘count on task-entries is defined, but is only accessible from inside the tasks owning the entry.
« Entry families (arrays of entries) are supported.

* Private entries (accessible for internal tasks) are supported.
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Synthronlza tion

Selective waiting

Dijkstra’s guarded commands:

if x <=y->
-3

o
x
~
1
s

0 the programmer needs to design the alternatives as ‘parallel’ options:
all cases need to be covered and overlapping conditions need to lead to the same result

Extremely different philosophy: ‘C'-switch:

sm\tch oo {
ase 1: r
case 2: r

r

3;
break;
case 3: 1

0 the sequence of alternatives has a crucial role.
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Message-based selective synchronization in Ada95
Forms of selective waiting:

select_statement ::= selective_accept |
condi tional _entry_call |
timed_entry_call I
asynchronous_select
. underlying concept: Dijkstra’s guarded commands

selective_accept implements ...

* ... wait for more than a single rendezvous at any one time
* ... time-out if no rendezvous is forthcoming within a specified time
* ... withdraw its offer to communicate if no rendezvous is available immediately

« .. terminate if no clients can possibly call its entries

2003 Uwe R. Zimme, International University Bremen Page 264 of 432 (chapter 3: 10 394)
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Message-based selective synchronization in Ada95

selective_accept inits full syntactical form in Ada9s:

selective_accept ::= select

Iguard] selective_accept_alternative
{ or [guard] selective_accept_alternative
[ else sequence_of_statements 1
end select;

guard ::= when <condition> =>

selective_accept_al ternative accept_al ternative |
delay_al ternative I

terminate_al ternative
accept_al ternative
delay_al ternative
terminate_al ternative

accept_statement [ sequence_of_statements 1
delay_statement [ sequence_of_statements 1
terminate;

S ynchromza tion

Basic forms of selective synchronization

(select-or)

select * If none of the named entries have been
accept .. do .. called, the task is suspended until one of the
end .. entries is addressed by another task.

or

« The selection of an accept is non-determinis-

accept .. do .. f h
end P tic, in case that multiple entries are called.
or O The selection can be controlled by means of
accept .. do .. the real-time systems annex.
on end .. « The select statement is completed, when at
least one of the entries has been called and
accept ... do ..
end those accept-block has been executed

end select;

Synchronization

Basic forms of selective synchronization

(guarded select-or)

select

when <condition> =>
accept .. do ..

end .. 0 set of conditions need to be complete

* Analogue to Dijkstra’s guarded commands

« all accepts closed will raise a Program_Error

or
uhen <condition> =>
accept ... do ..
end ..
or
uhen <condition> =>
accept .. do ..
end ..

end select;

Operatmg Systems & Networks

Synchronlzalmn

Basic forms of selective synchronization

(guarded select-or-else)

select « If none of the open entries can be accepted
[ when <condition> => 1 immediately, the else alternative is selected.
accept .. do ..
end .. « There can be only one else alternative and it
or cannot be guarded.
[ when <condi tlon) =1
accept
end ..
or

[ uhen <condition> => 1
accept ... do ..
end ..

se

<statements>

end select;
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Synchronization

Basic forms of selective synchronization
(guarded select-or-delay)
select

[ when <condition> => 1
accept .. do ..

« If none of the open entries has been called
before the amount of time specified in the
earliest open delay alternative, this delay al-

end . ternative is selected.

¢ when conditions => 1 « There can be multiple delay alternatives if
el more than one delay alternative expires si-
Ctotenants> multaneously, either one may be chosen.

or « delayanddelay until can be employed.

[ when <condition> => 1

delay ..
{statements>

end select;

Operating Systems & Networks

Synchronization

Basic forms of selective synchronization
(guarded select-or-terminate)
select

[ when <condition> => 1
accept .. do ..

The terminate alternative is chosen if none of the
entries can ever be called again, .

« all tasks which can possibly call any of the

end .. named entries are terminated.
or
or
[ when <condition> => 1
accept .. do .. + all remaining active tasks which can possibly
and call any of the named entries are waiting on
or " selective terminate statements and none of

their open entries can be called any longer.

[ when <condition> =>

terminate; O This task and all its dependent waiting-for-

termination tasks are terminated together.

end select;

Operating Systems & Networks

Synchronization

Basic forms of selective synchronization

(guarded select-or-else select-or-delay select-or-terminate)

select end ..
or
[ when <condition> => 1
else -delay - terminate delay
or alternatives <statements>

cannot be mixed!
end select;

select
Ise [ when <condition> => 1
(statements)> accept .. do ..
end
end select; or

[ when <condition> => 1

select terminate;
[ when <condition> => 1

accept .. do end select;

Operating Systems & Networks

Synchronization

Non-determinism in selective synchronizations

0 If equal alternatives are given, then the program correctness (incl. the timing specifications)
must not be affected by the actual selection.

* If alternatives have different priorities,
this can be expressed e.g. by means of the Ada real-time annex.

« Non-determinism in concurrent systems is or can be also introduced by:

« non-ordered monitor or other queues

« buffering / routing message passing systems
« non-deterministic schedulers

« timer quantization

« ... any form of asynchronism
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Synchronization

Conditional & timed entry-calls

select
Controller.Request (Medium)
(Some_Item);
-- process data

select
LightHMoni tor.Hai t_for_Light;
Lux := True;

or
else delay 45.9;

Lux := False; -- try something else
end; end select;
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7 ] S}nchronization ’ S

Conditional & timed entry-calls

There is only
try call
select nd ity ler.Request (Medium)
Light_Moni tor.Hai t_for] andeither } e_Item);
Lux := True; one’else ess data
or
else X one ‘or delay’ 5.0;
Lux := False; something else
end; ermTseTEY;
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] S}nchronizatinn ’ o

Conditional & timed entry-calls

The idea in both cases is to withdraw a synchronization request
and not to implement polling or busy-waiting.

select
Controller .Request (Medium)
(Some_Item);
- process data

select
Lighttoni tor .Wai t—for_Light;
Lux := True;

. or
else delay 45.0;

Lux := False; - try something else
end; end select;
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- Summary 4 S

Synchronization

 Shared memory based synchronization

« Flags, condition variables, semaphores, ...
... conditional critical regions, monitors, protected objects.

* Guard evaluation times, nested monitor calls, deadlocks,
reading, queue

« Synchronization and object orientation, blocking operations and re-queuing.

* Message based synchronization

« Synchronization models, addressing modes, message structures
« Selective accepts, selective calls
« Indeterminism in message based synchronization
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Deadlocks

Operatin,

Synchronization may lead to

0 DEADLOCKS

... a closer look on deadlocks
and what can be done about them ...
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Deadlocks

Reserving resources in reverse order

var reserve_l, reserve_2: semaphore := 1;

process P1;

process P2;
statenent X;

statement A;
wait (reserve_1);
wait (reserve_2); wait (reserve_1);

statement V; - employ resources statement B; - employ resources
signal (reserve_2); signal (reserve_1);
signal (reserve_1); signal (reserve_2);

wait (reserve_2);

statement Z;
end P1; end

[Q)§]D{[BDY]X§)F[YD Bl}o[C|Z]

0 deadlocked!

statement C;
P2;

Sequence of operations
or
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Deadlocks

Operatin,

Circular dependencies

var reserve_l, reserve_2, reserve_3: semaphore := 1j

process P1;
statement X;
wait (reserve_1);
wait (reserve_2);

statement ¥;

signal (reserve_2);
signal (reserve_1);
statement Z;

end P1;

Sequence of operations  :
or :

process P2;
statenent A;
wait (reserve_2);
wait (reserve_3);
statement B;
signal (reserve_3);
signal (reserve_2);

statement C;
end P2;

fx

§ | H 0 dead1ocked!

{[Bo Yo L]xor ...

process P3;
statement K;

wait (reserve_3);
wait (reserve_1);
statement L;
signal (reserve_1);
signal (reserve_3);

statement M;
end P3;
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Deadlocks

Operatin,

Necessary deadlock conditions:

1. Mutual exclusion:
resources cannot be used simultaneously

2. Hold and wait:
a process applies for a resource, while it is holding another resource (sequential requests)

3. No pre-emption:
resources cannot be pre-empted; only the process itself can release resources

4. Circular wait:
aring list of processes exists, where every process waits for release of a resource by the next one

[0 system may be deadlocked, when all these conditions apply!
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Deadlocks

Deadlock strategies:

1.1gnorance
O Kill unresponsive processes

2.Deadlock detection & recovery
O find deadlocked processes and recover the system in a coordinated way

3.Deadlock avoidance
[ the resulting system state is checked before any resources are actually assigned

4.Deadlock prevention
0 the system prevents deadlocks by its structure
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Deadlocks

Deadlock prevention

(remove one of the four deadlock conditions)

1. Mutual exclusion:
Applicable to specific cases only; usually this can only be removed by replication of resources.

2. Hold and wait:
Processes are forced to allocate all their required resources at once,
often at the time of admittance to the main dispatcher — done in many static realtime-systems.

3. No pre-emption:
If the current state of a resource can be stored and restored easily, then they can be pre-empted.
Usually resources are pre-empted from processes, which are currently not ready to run.

4. Circular w:
A circular wait can be avoided by a global ordering of all resources, e.g. resources can only be
requested in a specific order — hard to maintain in a dynamic system configuration.
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Deadlocks

Resource Allocation Graphs
(Silberschatz, Galvin & Gagne)

RAG = {V, B ;vertices and edges

V = PO R; vertices are processes or resource types:

P ={Py,Py....P};

processes

R = {Ry, Ry, ...R} i resource types

™

= E,OEQ E,;claims, requests and

Operating Systems & Networks

holds
——

requests

Ec = {P; > Rj ..} ;claims

.} i requests

.} ;assignments

Note: a resourcefully may have more than one instance

claims
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Deadlocks

Resource Allocation Graphs =11

(Silberschatz, Galvin & Gagne)

the two process, reverse allocation deadlock:
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) De;adl;n'ksr - - J

Resource Allocation Graphs

(Silberschatz, Galvin & Gagne)

Is this a deadlock situation? O

Operating Systems & Networks

Deadlocks
Resource Allocation Graphs
(Silberschatz, Galvin & Gagne)

no, there is no circular dependency

Operating Systems & Networks (
* peadocks W
Resource Allocation Graphs

(Silberschatz, Galvin & Gagne)

Is this a deadlock situation? O

Operating Systems & Networks (.
) De;adl;lcksr - - J

Resource Allocation Graphs

(Silberschatz, Galvin & Gagne)

yes, there are circular dependencies:

Py Ry - Py~ Ry - P3 -Ry - Py

aswellas: Py -~ Ry — P3; ~ Ry, -~ P,

[J IF some processes are deadlocked, THEN
there are cycles in the resource allocation graph
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Deadlocks
Resource Allocation Graphs
(Silberschatz, Galvin & Gagne)

Assuming all claims of P; are known in advance,

0 Could the deadlock situation be avoided?
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Deadloéks ] 7 7 J

Resource Allocation Graphs
(Silberschatz, Galvin & Gagne)

yes, when resources are assigned so that there
are no resulting circular dependencies:

0 in this case: assign R; to P, (instead of P3)
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Deadlocks
Resource Allocation Graphs
(Silberschatz, Galvin & Gagne)

Py~ Ry - Py~ Ry~ P3 -Ry =Py
aswellas: P, ~ Ry -~ Py -~ Ry -~ P,

[ ARE some processes deadlocked, IF
there are cycles in the resource allocation graph?
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Deadloéks

Resource Allocation Graphs nl

(Silberschatz, Galvin & Gagne)

@ O

yes,
if there is only one instance per resource type:

O IF there are cycles in the Iﬂ
resource allocation graph
AND there is only one instance per resource type,
THEN some processes are deadlocked!

52003 Uwe R. Zimver, International University Bremen Fage 309 of 432 (chapter 3: 10 394]

Operating Systems & Networks
Deadl;it.ks ] - J

Resource Allocation Graphs

(Silberschatz, Galvin & Gagne)

no,
if there is more than one instance
per resource type:

O IF there are cycles in the
resource allocation graph
AND there is more than one instance per resource
type, THEN some processes may be deadlocked!
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Deadlocks

How to detect deadlocks
in the general case?

(of multiple instances per resource)

® @®
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Deadlocks
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Deadlocks

Banker’s algorithm

There are n processes and m resource types in the system. Let i 1...n and j 0 1...m:
« Allocated[i, j]
0 the number of resources of type j allocated by process i.
« Free[j]
0 the number of available resources of type j.
« Claimed][i, j]
0 the number of resources of type j required by process i to complete eventually.
« Requestl[i, j]
O the number of currently requested resources of type j by process i.
Temporary variables:
« Completed][i]: boolean vector indicating processes, which may complete right now.
« Simulated_Free[] : available resources, if some processes complete and de-allocate.

Banker’s algorithm
Checking for a deadlock situation
1.Simulated_Free O Free; Ui: Completed[i] O False

2.While 0i: =~ Completed][i]
and 0j: Requested[i, j] < Simulated_Free[j] do: {request i can be granted}

Oj: Simulated_Free[j] O Simulated_Free[j] + Allocated[i, j]
Completed[i] O True

3.1f Oi: Completed]i] then the system is deadlock-free!
(otherwise all processes i with Completed([i] = False are deadlocked)
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Deadlocks
Banker’s algorithm
Checking the current system state
1.Simulated_Free O Free; Oi: Completed[i] O False

2.While [i: - Completed][i]
and Oj: Claimed([i, j] <Simulated_Free[j] do: {meaning process i can complete}

0j: Simulated_Free[j] O Simulated_Free[j] + Allocated[i, j]
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Deadlocks

Banker’s algorithm

Checking the validity of a resource request

If (Request < Claimed) and (Request < Free) then

Free = Free - Request;
Claimed Claimed - Request;
Allocated := Allocated + Request;

Apply system state check (as above)

If System_is_safe then
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Deadlocks

Deadlock recovery

o

Stop or restart one or multiple of the deadlocked processes and reclaim its resources

o

Pre-empt one of the involved resources (and restore an earlier state of the victim process)

Deadlock recovery does not deal with the source of the problem!
(the system may deadlock again right away)
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Summary

Deadlocks

* Ignorance & recovery
« O ‘kill some seemingly persistently blocked processes from time to time’ (exasperation)
* Deadlock detection & recovery

« 0 multiple methods for detection, e.g. resource allocation graphs, Banker's algorithm
« 0 recovery is mostly ‘ugly’

 Deadlock avoidance

« [ check system safety before allocating resources, e.g. Bankers algorithm

Completed[i] U True o Actually grant request
. i . else 0 use deadlock prevention or deadlock avoidance instead * Deadlock prevention
3.1f Oi: Completed][i] then the system is safe! —- restore former system state (Free, Claimed, Allocated) D i . .
(e.g. no process is currently deadlocked and no process can be deadlocked in any future state) end if; * O eliminate one of the pre-conditions for deadlocks
end if;
02003 Une R.Zammer, Inermational Unversiy Bremen Tage 317 o1 432 chapier 710397 52003 Une . Zimmer, inemational Universty Bremen Toge 318 01432 chapter 710397 53003 Une R Zimmes, Inematonal Universty Bremen Tage 319 o1 32 chapter 02003 Une R.Zummer, Inermational Unveriy Bremen Tage 320 01432 chapier 710397




Operating Systems & Networks

Scheduling

Purpose of scheduling

A scheduling scheme provides two features:

* Ordering the use of resources (e.g. CPUs, networks)
* Predicting the worst-case behaviour of the system
when the scheduling algorithm is applied
.. in case that some or all information about the expected resource requests are known

A prediction can then be used
0 at compile-run: to confirm the overall resource requirements of the application, or

0 at run-time: to permit acceptance of additional usage/reservation requests.

Operating Systems & Network:

Scheduling

Criteria for scheduling methods

Performance criteria:
minimize the ...

Predictability criteria:
minimize the diversion from given

Process / user perspective:

Waiting time maximum / average / variance minimal and maximal waiting times

Response fime maximum /average /variance  minimal and maximal response times

Turnaround time maximum / average / variance deadlines

System perspective:

maximum / average / variance
of CPU time per process

CPU idle time -

02003 Uwe R. Zimmer, International University Bremen
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Scheduiing ] o

First come, first served (FCFS) - bad case: (arrival order: W, B, W)
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Schedu)ing

First come, first served (FCFS) - nice case: (arrival order: B, W, W)

Operating Systems & Networks

Scheduling

Time scales of scheduling

Long-term pre-emption or cycle done
batch  2dmit readh Short-term executin:
Creation \ dispatch terminate.
== [ L,

suspend (swap-out)
ready, suspended
‘ ‘ ‘ ‘ ‘ suspend (swap-out)

swapin
unblock
blocked, suspended
woms LTI Wi
blocked block or synchronize

Operating Systems & Networks

] Schedu)ing
Round robin (RR) - pre-emption

(T3, C) Sttt
1 5 10 15 20 25 30 35 40 45 50 t

Waiting time: 0...11; average: 5.95 - Turnaround time: 3...12; average: 8.47

(T3, ) St

5 10 5 20 2 30 35 40 45 50t

Waiting time: 0...11; average: 5.47 - Turnaround time: 3...12; average: 8.00

O The actual average waiting time for FCFS may vary here between: 5.47 and 5.95

(T3, ) St
1 5 10 15 2 25 30 35 40 45 50 t

Waiting time: 0...4; average: 1.21 ~Turnaround time: 1...19; average: 5.63
O Waiting and average turnaround time is going down, but maximal turnaround time is going up

... assuming that task-switching is free and always possible

Operating Systems & Networks

Scheduling

Example: Requested times

(16,8). I I ]
(12,3) | B ]
@1
(T3, C) A
1 5 10 15 20 25 30 35 40 45 50 t
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Operatin

Scheduiing
Feedback with 2! pre-emption intervals - pre.emption

« implement multiple admit
hierarchical ready-queues

priority 0

« fetch processes from the highest
filled ready queue

 dispatch more CPU time for lower
priorities (2! units)

pronty | dispatch 2’

0 processes on lower ranks may
suffer starvation

0 new and short tasks
will be preferred
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Scheduling

Feedback with 2/ pre-emption intervals - pre-empiion
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Scheduling

Shortest job first (SJF)-c; is known
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Scheduling

Highest response ratio first (HRRF)- c; is known
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Scheduling

Shortest remaining time first (SRTF) - c; s known + pre-emption

(T3, ) S et
1 5 10 15 20 2 30 35 40 a5 50 t
Waiting time: 0...6; average: 1.79 — Turnaround time: 1...21; average 5.63

0 less task switches than RR,
but long processes can suffer starvation!

(LS L B R R R R RS RARES

1 5 10 15 20 2 30 35 40 45 50 t

Waiting time: 0...10; average: 3.47 —Turnaround time: 1...14; average: 6.00

[ on average this is doing better than FCFS

(T, C) St
1 5 10 15 20 25 30 35 40 a5 50 t

Response ratio: (W, + C,)/ C; ~Waiting time: 0....9; average: 4.11 ~Turnaround time: 1...13; average 6.63

0 on average this is doing worse than SJF,
but the maximal waiting and turnaround times and variance might be reduced!

(T3 C) S e et
1 5 10 15 20 25 30 35 40 a5 50 t
Waiting time: 0...6; average: 1.05 — Turnaround time: 1...18; average 4.42

{0 on average this is doing better than FCFS, SJF or HRRF,
but the maximal turnaround time is going up and there are many task-switches!
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S‘L‘heduling
Non-realtime scheduling methods

FCFS

FB2'
SJF
HRRF-
SRTF

1 5 10 15 20 2 20 » I i 50t
0 CPU utilization: 100% in all cases.
0 Pre-emptive methods perform better, assuming that the overhead is negligible.

0 Knowledge of C; (computation times) has a significant impact on scheduler performance.
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Scheduling

FCFS max(W;) no possibly long possibly long long no
RR equalshare  yes bound possibly long none no
hort -
Feedback priority queues  yes  shortonaverage ST SPOTtORAVEr g yes
age, large maximum
min(C;) no  shortonaverage shorton average short yes
W, +C balanced,
maxD'—E no  Shortonaverage, shortonaverage, (' no
oG ao lower variance lower variance
i short
very short very short on aver-
min(C;—E;) yes h short yes
onaverage  age, large maximum
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tworks

Towards predictable scheduling ...

0 Task behaviours are more specified (restricted).
O Task requirements from the operating systems are more specific.
O Task sets are often fully or mostly static.

[ Sporadic and urgent requests (e.g. user interaction, alarms) need to be addressed.

~ CPU-utilization and throughput (system oriented performance measures) are not important!
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Specifying timing requirements
Temporal scopes

Common attributes: |

* Minimal & maximal
delay after creation e

« Maximal elapsed time <} max. clapse time

- max. delay
it min. delay

Task i+

* Absolute deadline

1 5 10 2 25 30t
created activated re-activated

suspended terminated
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Spec:fymg tlmlng requlrements

Some common scope attributes

Temporal Scopes can be:

Periodic - e.g. controllers, samplers, monitors
Aperiodic - e.g.‘periodic on average' tasks, burst requests
Sporadic /Transient - e.g. mode changes, occasional services

Deadlines (absolute, elapse, or execution time) can be:

Hard — single failure leads to severe malfunction
Firm ~ results are meaningless after the deadline

~ only multiple or permanent failures threaten the whole system
Soft

~ results may still by useful after the deadline

Real Vnme séhedulmg

A simple process model

« The number of processes in the system is fixed.

« All processes are periodic and all periods are known.

« All deadlines are identical with the process cycle times (periods).
« The worst case execution time is known for all processes.

« All processes are independent.

« All processes are released at once.

« The task-switching overhead is negligible.

0 this model can only be applied to a specific group of hard real-time systems.
(extensions to this model will be discussed later in this chapter).

Real time schedulmg

Introducing deadlines

Dynam:c schedulmg

Earliest deadline first (EDF)

1. Determine (one of) the processe(s) with the closest deadline.
2. Execute this process

2-a until it finishes

2-b or until another process’ deadline is found closer then the current one.

0 Pre-emptive scheme

0 Dynamic scheme,
since the dispatched process is selected at run-time, due to the current deadlines.

02003 Uwe R. Zimmer, International University Bremen
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Dynam:c schedulmg Earhest Deadlme First (EDF)

Earliest deadline first

(16,8)

(12,3) Il

@1 i | | ||

1,6 b e e e L e e
1 5 10 15 20 25 30 35 40 45 50 t

1. Schedule the earliest deadline first

2. Avoid task switches (in case of equal deadlines)

02003 Une R Zimmer, nternational Universiy Bremen
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Dynam:c schedulmg Earhest Deadlme First (EDF)

Earliest deadline first: Response times

worst case response times R; (maximal time in which the request from task T; is served):

O can be close or identical to deadlines.

0 _small or none spare capacity, if any task misses its expected t

02003 Usve R. Zimmer, International University Bremen
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Earliest deadline first: Maximal utilization

G

0 maximal possible utilization: Z <1 0 sufficient & necessary test!
S with C,, T; the computation and cycle times of task i

(the deadlines D; are assumed to 'be identical with the cycles times T; here)

02003 Uwe R. Zimmer, International University Bremen
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Stanc scheduhng

Fixed Priority Scheduling (FPS), rate monotonic
1. Each process is assigned a fixed priority according to its cycle time T;:
T<T;0P>P
2. Atany point in time: dispatch the process with the highest priority

0 Pre-emptive scheme

O Static scheme,
since the dispatch order of processes is fixed and calculated off-line.

« Rate monotonic ordering is optimal (in the framework of fixed priority schedulers),
i.e.if a process set is schedulable under a FPS-scheme,
then it is also schedulable by applying rate monotonic priorities.
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Statlc schedullng leed Pmmty S- uli (FPS), rate
Rate monotonic priorities

»

- H
5 10 15 20 S 30 3 0 i 50t

0 assign task priorities according to the cycle times T; (identical to deadline D;).

Statlc schedulmg leed Prmrlly S- hedulii (FPS), rate t

Rate monotonic priorities

o 0 sufficient, but not necessary test!
u]
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oL o
utilization test: z —=1>0779= Nﬁz E [ not guaranteed!
i=1 ’
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Statlt schedulmg leed Prlorlty S- hedulii (FPS), rate

Rate monotonic priorities reduced requests)

1
2
3
50 t
s B
max. utilization test: z —SNHZ —I’_‘
i=1 u] o
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(FPS), ra te

Statlc schedulmg F:xed Pmmty Sch

Rate monotonic priorities reduced requests)
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Slallc schedulmg leed Pnonty Sx fulii (FPS), rale

Rate monotonic priorities urher reduced requests)
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Stallc schedulmg leed Pmmty Scheduli (FPS), rate

Response time analysis durther reduced requests)

(16,6) I T 1 )
(123) h i 2 :

@1 M | || 3 3

1 5 10 15 20 25 30 35 40 45 50 t 1 5 10 15 20 25 30 35 40 45 50 t 1 5 10 15 20 25 30 35 40 45 50 t
A gl g oac ;% O , [% 0nc ]% o 0 for the highest priority task: Ry = C3
0 utilization: 2+ 5+ 2 = 0.875>0.779 = z% -5y ?’SN:?‘ -1 0 not guaranteed! 0 utilization: E*u Z:oyssn]m:zgz -1y Hsnpt -8 0 guaranteed! 0 calculate the worst case response times for each task individually.
Oi=1'i O O 0Qi=1i O 0
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(FPS), rate

Stat:c schedulmg F:xed Prmnty Schedi

Stat:c schedulmg Fixed Priority Schedulir (FPS), rate

Response time analysis gurther reduced requests)

Response time analysis urther reduced requests

Stat:c schedulmg F:xed Pnor:ty 5chedulmg (FPS), rate monotomc

Dynam:c schedulmg Earliest Deadlme F:rst (EDF)
Response time analysis

Response time analysis
Ry R = C;+
The worst case for EDF is not necessarily when all tasks are released at once!
Si
- a : / | fixed-point equation! 0 all possible combinations in a full hyper -cycle need to be considered!
E F - .
(16,4) | | 1 < « The response times are bounded by the cycle times as long as the maximal utilization is< 1.
123 h I 2 0 form recurrent equation:  RK*1 = C,+ Ri G « Other tasks need to be considered only, if their deadline is closer or equal to the current task.
@1) M ] | 3 , AT
1 5 10 15 2 30 35 5 50t 1 5 10 5 20 2 30 35 E) % 50t o slarlmgwllhR C,
R _ Rk Rk+1 T
0 for other tasks: R; = C; + I; = computation C; + interference /; R O lterate (1) until jorR; T >T,;
forother tasks: R; = C;+ % | 1|
j
SR
i=il
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Dynam:c schedulmg Earhest Deadlme F:rsr (EDF)

Statrc schedulmg leed Pnonty Sched, (FPS), rate

Response time analysis

- m
R(a) = FMJCWZ g@w Ep {#Jmmq
1 min

Response time analysis iurher reduced requests)
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i ; m
k
] - m
o R () = L c i+y g’?, (‘ﬂ, m,{anmq @
/*'mm = T m
0 starting with R?(a) =a+
ok Tk f
0 lterate 2 until R; ~ (@) = R,- (a)
" 1 n 1
R {R(a)-a} here A = scm{ T} 0R =G+ iRy = 10;Ry = 40;R; = 100 and Send-4 0R =G+ iRy = 10;R, = 40; Ry = 120 SonBN -l 0R =G+ -
a = - ; where = o = = o; = 0; = 0 and -—=s - [u] = = o; = a; = O but =
i = mad Ri atA ,Z, 3 2 1 i; 7, <Ng - ,Z, 3 3 1 l; 7,”NB D IZ’ 2 D

Dynamlc schedulmg Earllest Deadlme Flrsl (EDF) Dynamlc schedulmg Earllest Deadlme Flrst (EDF)

Response time analysis il requests) Response time analysis weduced requests)

(16,8).
(12,3)
[CAE |
7,6 L H
1 5 10 15 20 25 30 35 40 45 50 t 50 t
0 testing all combinations in a hyper-period: LCM of { T} — here: 48 0 relaxed task-set changes:
R.:16<160=T.; R.:12<120=T.; R.:4<40=T. R.:16 - 12<160=T.; R.:12 -8<120=T.; R.:4-1<40=T.
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Real tlme schedulmg

Response time analysis comparisom
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Realrtlme schedulmg chedulmg
Fixed Priority Scheduling « Earliest Deadline First Extensions which we will introduce:

.
* EDF can handle higher (full) utilization than FPS.

o we will introduce sporadic and aperiodic processes
FPS is easier to implement and implies less run-time overhead

« Graceful degradation features (resource is over-booked): o we will introduce schedules for interacting tasks

« EPS: processes with lower priorities will always miss their deadlines first. .
« EDF: any process can miss its deadline 0 and can trigger a cascade of failed deadlines. 4 Real-time course

* Response time analysis and utilization tests: .

Fixed Priority Scheduling Earliest Deadline First
utilization response | ytilization | response

test times {R} test | times {R}

{(T, G} = {(16,8);(12,3);(4, 1)} 0 (1.000) {0,4,1 0 (1.000) | {16,12,4

{(T;, G} = {(16,6):(12,3):(4, 1)} 0(0.875) {12,4,1} 0(0875) | {12,8,1

{(T;, G} = {(16,4);(12,3);(4, 1)} 0 (0.750) {10,4,1} 0 (0.750) | {10,6,1}

0 further relaxed task-set changes: " g 01 PP N T
R.:12 - 10160 =T-; R.:8-65120=T.; R.:1-1s<40=T. PAAL B ,Z,M/ 27" | rypereycle

52003 U R Zimmer, nermatioal Universty Bremen Tage 363 o7 32 chapier 310397 ©.2003 Uwe R.Zimmer, Intermation UniversiyBremen

Page 364 of 432 (chapter 3: 0 394)

Static schedulin, leed Pmmty S- luli (FPS), rate

Hard real-time tasks

. including

aperiodic, sporadic & ‘soft’ real-time tasks

F F

s
(16,7) 2
@1 #FF#FF#FF 3
(T,C)

5 10 15 20 30

0 2 50t
« FPS:  O(n) utilization test — response time analysis: fixed point equation 0 Real-time course
« EDS: O(n) utilization test — response time analysis: fixed point equation in hyper-cycle
.
o Real-time course
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Stat:c schedulmg F:xed Pmmty Schedulii (FPS), rate iC~g SIat:c schedulmg leed Prmnty Scheduli (FPS), rate iC~g Static scheduliy FPS, rate ic + server Static scheduling: FPS, rate ic + server
Introducing soft real-time tasks Introducing soft real-time tasks Introducing a server task Introducing a server task: Deferrable Server
I vd
I H_ —
S — L — L y ==
I I i m— (12,2)
# I 2 (16,8) 1 (16,8)
| | || 3 @1 2 @
R T e ®2 3 ®2)
2 5 45 50 5 5 5 5
" " * > * ’ ! s ° " » » * » “© ! 0t (7,6 b 1,6 b b
0 set can be scheduled using average computation and period times s 10 1 2 » 30 » o * 0t '
O hard real-time tasks can be scheduled under worst case conditions
(including worst case behaviours of soft real-time tasks)
Server i established at a high priority 0 Deferrable Server (DS): Capacity replenished every T, (here: 8)

Stanc ched FPS rate ic + server

Introducing a server task: Sporadic Server Introducing a server task to EDF

L N E L n E L n E L ‘
- == -
a2, 2 u T Ll Sporadic
(16,8) Hard (16,8) Hard
@1 K F R
(8,2,2) Server (8, 2 Z) Server
H ‘HH‘ \ HH e
30

| A
i I N o— i
=

b —
e F

(16,8) H

1)

82)

7, ke e e e ; H
‘w 5 ‘ 10 15 2b ‘zs ‘ 30 ‘ 35‘ 40 t 10 20 50t 35 40 45 50 t
tg ts ts ts tg (T;,C;, D i) (T;,C;, D )

0 Sporadic Server (SS): Capacity replenished 7, units after t, 0 POSIX 0 start hard rt-tasks in low priorities; promote them in time to higher ones
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Schedulmg Interdependenaes

Schedulmg Interdependenc:es

Schedule for independent tasks Synchronized via lock

=t =

.. including

task interdependencies

1
2
3
1 5 10 15 20 2 0 3 W i 0t
(independent task set) (interdependent task set o lock M shared between W and W)
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Sc ing: Inter ', r'e:
Priority inheritance Priority inheritance Priority inheritance
N
h % h % h Task t; inherits the priority of t;, if: R ) h % h % h
—r =r = Maximal blocking time for task t;: B; = Z usage(r, i) C(r) N T = = —F —
Lock 1.P.<P = Lock
1 e
* with R the number of critical sections
2 2.task t; has locked a resource Q
I I I 3  usage(r, i) a boolean (o1 function indicating that r is used by
e H‘HHU;‘HH‘U‘H»HHUHH‘H =+ 3.task t; is blocked waiting for resource Q to be released at least one t; with P; < P; and at least one t, with P, > P,
1 5 10 15 2 5 30 3s a0 a5 50t U j j<Fi k k2P
o Priority inversion ® C(r) is the worst case computation time in critical section r
. a task can only be blocked once for each employed resource!
(interdependent task set o lock W shared between W and W) Y ploy (M inherits priority of M, when M is in lock and B is dispatched)
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C ie:
S g: Interdey

Interdependencies

e et

Interdep

Priority inheritance

One ad(ditional lock request

t LAV A 4 I V AV A ANV / AV SN / AV N/ AV AN/ 4
Lock 1 Lock 1 Lock 1
Lock 2 Lock 2 Lock 2

1 1

2 b 2

S el it i e I R M
e T s T o — b

(independent task set) o Priority inversion (M and W inherit priority of B, when in lock and W is dispatched) o Deadlock
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g: Interdep ies: Priority ceiling protocols
Immediate ceiling priority protocol rosix, ada, rtjava)

* Each task t; has static default priority P;.

¢ Each resource (lock, monitor) R has a static ceiling priority C;, which is
the maximum of priorities of the tasks t; which employ this resource.

Cy = max{employ(i, k) (P}
* Each task ¢; has a dynamic priority PID, which is the maximum of its own
static priority and the ceiling priorities of any resource it has locked.

D

P = max{P, maxk(/oz:ked(i. k) OC}}

52003 Uwe R. Zimver, International University Bremen Fage 389 of 432 (chapter 3: 10 394]
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ies: Priority ceiling protocols

Immediate ceiling priority protocol rosi, da, rtjava)

l AW A 4

(M, W and W inherit the ceiling priority of ll or Bl when entering the lock)

02003 Uwe R. Zimmer, international University Bremen
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M
g: Interdey

ies: Priority ceiling protocols
Immediate ceiling priority protocol rosix, ada, Rrava)
0 Tasks are dispatched only if all employed resources are available.

0 Deadlocks are prevented

0 Number of context switches is reduced
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Operating Systems & Networks

Sch g: Interdey ies: Priority ceiling protocols

Immediate ceiling priority protocol rosix, da, rtava)

Maximal blocking time: B; = max,:,:{ usage(r, i) OC(r)}
¢ with R the number of critical sections

* usage(r, i) a boolean ©n function indicating that r is used by
atleast one t; with P; <P; and at least one t; with P, = P;

e C(r) is the worst case computation time in critical section r

a task can only be blocked once by any lower priority task!

Operating Systems & Networks

Summary

Scheduling

* Basic performance based scheduling
« C; is not known: first-come-first-served (FCFS), round robin (RR),
and feedback-scheduling
* C; is known: shortest job first (SJF), highest response ration first (HRRF),
shortest remaining time first (SRTF)-scheduling
* Basic predictable scheduling

« Fixed Priority Scheduling (FPS) with Rate Monotonic (RMPO)
« Earliest Deadline First (EDF)
* Real-world extensions

« Aperiodic, sporadic, soft real-time tasks
* Synchronized talks (priority inheritance, priority ceiling protocols)

Fage 390 of 432 (chapter 3: 0 394)

Summary

Processes

* Processes and threads
« Architectures, definitions, process states
« Synchronization
« Shared memory based synchronization
 Message based synchronization
* Deadlocks
* Detection, avoidance, and prevention (& recovery)
« Scheduling
« Basic performance based scheduling

« Basic predictable scheduling
« Aperiodic, sporadic, and synchronized tasks

52003 Uwe R. Zimmer, International University Bremen
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Memory

Memory levels and fragments

Basic memory hierarchy

(o] [T [ [ [ [T
oo [T e
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Memory

What is the challenge?

« Main memory is too small (regardless how large it is)

0 The operating system needs to place (parts of) processes in and out
of main memory during the life-time of the system.

« Swapping memory blocks between primary and secondary memory
is an extremely slow operation.

0 The operating system needs to supply highly efficient strategies
to avoid system stalls or unacceptable delays.

©2003 Unwe R. Zimmer, ntermational Universiy Bremen Page 398 of 432 (chapter 4: 0 432)
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Memory

Uwe R. Zimmer — International University Bremen

Memory
Goals / optimization criteria

Supply address spaces, which are independent from the physically available address space.
Supply multiple memory modes, e.g. allow processes to reside permanently in main memory

* Support for multiple address spaces

« Protection between address spaces

« Supply methods to share address spaces

« Support memory based /0 methods
« Allow for predictable behaviours of memory accesses

* Minimize any overhead for memory accesses and program executions
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Operating Systems
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Memory

Required support

« Relocation

Assembler level addressing modes as well as compilers and linkers

need to support relocatable programs and data structures.

Protection

Memory protection needs hardware support, since the operating system itself has
no knowledge which memory cells will be addressed by a specific process next.
Sharing

The protection scheme needs to be flexible enough to allow for shared memory areas.
Control of secondary memory

Since swapping speeds between primary and secondary memory is a critical factor,
the operating system needs to have close access to the secondary memory interface.
Project logical structures to memory modules (optional)

It might be useful to supply addressing modes, which allow the

use of logical structures in the programs itself as the basis for memory structuring.
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Process Mappmg A V:rtual addressing A MMU A Memory Segmentatmn A
The step from pagination/segmentation to Translating virtual to physical addresses =
rocess . !
Virtual addressing
« Segment lengths s stored in
S tation / Paging: MMU o segment table 0 needs to be
egmentation / Paging: evaluated by the memory
Pros Cons ’ sex,
sutic . . « all memory references are logical addresses protection unit. fment |
pariions i internal & stron i i .
simple T8 tion « there is support to translate logical to physical addresses at run-time 1. Translate virtual to physical addresses = Segment base address and
T - & g offset need to be added. |
Dynamic _| N « processes may be moved in memory and suspended to or loaded from secondary storage without any delay in most cases. £ [Seg: Wble base - o_|—'
partitions nointernal strong ’ £ * Parts of segment tables as well . Ser
crans « processes are divided in pages or segments (or both) 2. Pravide memory protection E 25 sogments themsolves can . i
* pages or segments can be loaded in any order into primary memory § be suspended to secondary " ysical memory :
Segmeats | | | | | | | | | | | nointernal  external (i.e. they need not to be dense or in sequence) according to the attributes, which are Msses memory. Segment table faul ' '
attached to individual memory areas Load e able !
) ) in form of page or segment descriptors. - . S
Pages 0 Virtual addressing: Peg 8 s ot Loading page e.g. Intel x86 S oo Segmentiaut D
I noexternal  a small amount of s
fi ti | fr . descriptor table
-- I " Meemerten « not all pages or segments need to be loaded in order to run a process !
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Memory — Paging

@e:@%ﬂ

« Page frame address and
address offset can be
concatenated.

Page
frame

| e 1T

Physical memory | |
;
.
:

 Parts of page tables as well
as pages themselves can
be suspended to secondary
memory (into ‘frames’).

Page. table base

Page
1 table

Paging !

« Page tables would be very
large for modern processors
(32-64bit addressing)

Page table fault '
'

= smiee B odpue
» Z page faun » -

not implemented
in this pure form.
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Page table fault '

Memory — Mullti stage page tables N
Page # [PageE [OMer]
« Reducing
page table
sizes
Page
« Upto four Foge
page levels
(Sparc) ;
M g . Ot
. lore Root page * Page |
memory e i 4
accesses Paging ! Physical memory |
required. <~ : :
]

Sparc, PowerPC,
Alpha, HP

) Lo pafe ble B Loadpage
ST gt “ 2T

Memory - Segmentation & Paging

[Se5* [Page# [Oser]

* Allow

for logical
structure

Page
irame
* Allow
paging for
effective Seg. table base |

Segment : T
virtual Sbie o R
memory 3 Paging !
management — ‘

Page table fault '

= Lmdp.\pmh\n =
- -

1l

1| Physical memory | |
T
'
]

o page

x86, (PowerPC)

o
« Accessing page tables for —
each access is ineffective.

0 Introducing address
translation caches:
Translation look aside

il =

[V B
Page. table base

buffers (tlb). >

o Access o= et
cache (tlb) - memory - =3 1 table
disk (in this order) for —

Translation
look aside buffer '

Paging ! Physical memory |
T
Page table fault ' '

= Load page table [ — Load page

address translation

all modern MMUs
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Memary - Invertecl page tables

[Pege® T
* Forward page tables grow with the size of the
virtual address space.
« The number of loaded pages is bound by the Q”“"‘"E“‘"‘“""
physical memory. e

O Keep only the loaded pages in the page table G
and resolve the virtual addresses via a
hash table: 0 Inverted page tables (ipt)

s |

Physical memory

S oadpage
Page fault » R

Inverted page
table

« IPTs are not suspended to secondary
memory, but more than one access is
required to translate the page number.

Paging

not implemented in this pure form.

IE
« Combi I .
look aside buffers and —

inverted page tables. gr)nmanm
TLB miss ]
* Mostly no delay Page

i frame
(look aside buffer). o

« Short delay if tlb misses =y :
(inverted page table). = Inverted page Ofiset
= bl

—
4
« No page table loading. = Paging Eracmee I
ook s bater j
|

PowerPC, UltraSparc

S odpage
Page faul “ o2
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Addressmg

Some current MMU implementations

Physical virtal Invertedhashed
addresses addresses LB size Segments Pages tables
Pentium4 | 36bit S 64 cliiem Ly -
(per segment) types (optional)
Itanium 2 50bit 64bit 4*32 - 4k ... 4G -
Power PC604 |  32bit 52bit 256 <A, 4k ves
(optionah
Power PC 970 42bit 64bit 1024 <A, 4K yes
(optional)
UltraSparc 36bit 64bit 64 - 8k ...4M yes
Alpha 41bit 64bit 256 - 8k ...4M -

Interational Universi
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Des:gnmg an OS memory moclule

Design alternatives

* Employ virtual memory in the first place?

« Employ ), ora of those?

« Which algorithms should be applied to answer:
« when to load a page/segment?
« where to place a page/segment?
* which page/segment to suspend?
« how many pages/segments to load for a specific process?

0 fetching

O placement

0 replacement

0 resident set management
O cleaning

0 load control

when to suspend a page/segment?
which processes to run/suspend?

52003 Uwe R. Zimmer, International University Bremen
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Des:gnmg an OS memory module

Fetching
¢ Demand paging:
Fetch pages only if and exactly when requested by a reference to an address inside this page.

0 may lead to a burst of page faults in some situations (e.g. starting a process)

0 reduces the transfer between primary and secondary storage to a minimum.

* Prepaging:
Predict which pages will also be required in the near future and pre-load them
(together with the currently requested page).

0O pages may be loaded, which will be never referenced

0 multiple page loads can be more efficient if organized as a few transfers of a larger blocks

© 2003 Unne . Zimm
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Des:gnmg an OS memory module

Fetching
¢ Demand paging:
Fetch pages only if and exactly when requested by a reference to an address inside lhls)éage

O may lead to a burst of page faults in some situatier\(e.g. starting a procei )\i SS\
\
O reduces the transfer between primary and N\ @% storage I{j?"an

(€ \SQ o
N \)t‘* WO "S)
) O
Predig\R)Pages will also ‘93\\eo’m the near future and pre-load them
(mgl\kl Wwith the cu X S¥\:§\ested page).

O pages may be loa Gk hmh will be never referenced

. Prepagmg

O multiple page loads can be more efficient if organized as a few transfers of a larger blocks
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ternational University Bremen

11 01 432 (chapter 4:10.432)

Des:gnmg an 05 memory madule
Placement
0 Required for partition or pure segmentation systems
apply standard ‘best-fit’ ‘first-fit, etc. strategies to minimize fragmentation

— there is a trade-off between minimal fragmentation and minimal placement overhead

0 Irrelevant for all paging or mixed segmentation/paging systems

external fragmentation is not an issue here

52003 Uwe R. Zimmer, Intern.
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Des:gnmg an OS memory module
Replacement
In order to load a new page, another page need to be suspended 0 which one?

« Optimal:
the page which will not be referenced for the longest period of future time

« Least Recently Used (LRU):
the page which has not be referenced for the longest period of past time

* First-In-First-Out (FIFO):
the page which resides in primary memory for the longest period of past time

2003 Uwe R Zimmer, International University Bremen Page 413 of 432 (chapter 4: 10 432)
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Des:gnmg an OS memory madule

Replacement

The practical implementation aspect of replacement algorithms:

« Optimal:
0 can only be implemented, if all future memory references are known O (1

« Least Recently Used (LRU):
0 can only be implemented, if all past access times/order are known 0 check hardware support

* First-In-First-Out (FIFO):
0 can be implemented without any hardware support 0 (]
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Des:gnmg an OS memory madule

Replacement

Full LRU implementations:

* Counter or time-of-access field in the page table:
Update this entry with each reference to this page

0 need to be supplied by hardware (not implemented in any practical system)
« Page stack:
bring a reference to the page on top of a stack with each access to this page

(and replace the pages at the bottom of the stack)

0 need to be supplied by hardware (not implemented in any practical system)

02003 Une R. Zimmer, nternational Universiy Bremen
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Desrgmng an OS memory module

Replacement

LRU-approximations:

« Reference-bit-shift-history algorithm:

Shift the reference bit of each page into a bit-field (a-frm ) in each page table entry
at regular intervals (employing a timer-interrupt).
Interpret the resulting bit-field as an integer and replace the page with the smallest value

[ requires a reference-bit, which is updates by hardware, as well as a hardware timer
(usually provided).

Des:gnmg an 05 memory madule

Replacement

LRU-approximations:

* Second-chance (clock) algorithm:

referenced not referenced

next check
Implement a circular list of all pages. Search the list for a not referenced page:
WHILE page was referenced DO

reset reference bit and proceed to next page
END WHILE

[ requires a reference-bit, which is updates by hardware (usually provided).

Des:gmng an OS memory madule

Replacement

LRU-approximations:

 Enhanced second-chance (clock) algorithm:

referenced modified

next check
Replace pages applying the priorities:

« not referenced (first scan)

« referenced-but-not-modified (second scan)

« referenced-and-modified

[ requires a reference and a modified-bit, which is updates by hardware (usually provided).

52003 Uwe R. Zimver, International University Bremen
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Designing an OS memory module

Replacement

Performances:

« Optimal:
obviously the best algorithm — impossible to implement

« Least Recently Used (LRU):
good approximation of the optimal algorithm — cannot be implemented in any current system

* Approximated Least Recently Used (LRU):
approximates the performance of LRU — can be implemented in most systems

« First-In-First-Out (FIFO):
performs worst — can be implemented in any system

02003 Uwe R. Zimmer, international University Bremen
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Desrgmng an OS memory module

Resident set management
How many pages are assigned to a specific process:
* too many:

« the number of resident processes is reduced
« due to localities, there is no noticeable speed-up for the specific process
* too few:

« significant increase in the page-fault rate

0 Challenge: find the essential working set of pages for each process at any given time
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Designing an OS memory module

Resident set management

Strategies:

 Number of allocated pages per process can be
o fixed
* or variable
* Replacement can be either
« local (inside each process’ page set) — only possibility for fixed allocation scenes

« prioritized (allow higher priority processes to expand their page sets)
« or global (replace pages regardless of the processes which are using them)

Des:gmng an OS memory module

Resident set management

0 Challenge:
find the essential working page set for each process at any given time

* Calculating the optimal working set, required full knowledge of the future process behaviour

« Many appr are (and

Page Fault Frequencies (PFF)
or related statistical information on the past process behaviour

mostly employing:

Problems:
« “the past does not always predict the future”
i.e. multiple locality assumptions must hold
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Des:gnlng an OS memory madule

Cleaning
* Demand cleaning:

Clean pages only if and exactly when a free pages is required.
O slows down process reaction times, since each page fault will result in a page cleaning.

O reduces the total transfer between primary and secondary storage to a minimum.

¢ Precleaning:

Clean multiple pages according to replacement criteria introduced above
before a page fault occurs.

O too many pages might be cleaned, resulting in an increase of page faults

0 multiple page cleanings can be more efficient if organized as a few transfers of a larger blocks

© 2003 Une R. Zimmer, ntermational University Bremen
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Des:gnmg an OS memory module

Cleaning
¢ Demand cleaning:
Clean pages only if and exactly when a free pages is required.

O slows down process reaction times, since cach pag\ fault wil resultin a p t.f» @@9}
O reduces the total transfer between pr\mary\)\} dary nmajp\&;(tpm. mum.

® SSS \ ©
* Precleanin; V 5(‘3’ \)\‘& S)
r\) )@A\&ges accmdr\jjwy)acémem criteria introduced above

age 'aunn

Cleaq
befd) Q

0 too many pages e cleaned, resulting in an increase of page faults

0 multiple page cleanings can be more efficient if organized as a few transfers of a larger blocks
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Des:gnmg an OS memory module

Load Control

How many processes will be resident in primary memory?

« More processes in primary memory implies less pages per process

* Beyond a critical threshold of pages per process, the page fault rate rises significantly
0 Thrashing occurs
« The overall performance of the system is approaching nil,

since most of the time is spent for page loads

0 Reduce the number of resident processes immediately

Des:gnmg an OS memory module
Load Control
Which process is to be suspended?
« Lowest priority process
* Process with the highest page fault frequency

« Process with the smallest current resident page set

« Process with the largest current resident page set

Last activated process

« Process with the largest remaining execution time (see scheduling)

52003 Uwe R. Zimimer, International University Bremen
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Des:gnmg an OS memory module
Design alternatives

« Employ virtual memory in the first place?

« Employ orac

of those?
« Which algorithms should be applied to answer:

when to load a page/segment?

where to place a page/segment?

which page/segment to suspend?

how many pages/segments to load for a specific process?
when to suspend a page/segment?

which processes to run/suspend?

fetching

placement

replacement

resident set management
cleaning

load control

oooooo
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Des:gmng an OS memory madule
Design alternatives

e e

nam)n of those?

+ Employ virtual memory in the first place?,
* Employ segmentation, pagmanun
* Which algomhms shm@ g

0 answer:

for a specific process?

felsegment? 0 fetching

0 placement

O replacement

O resident set management
0 cleaning

0 load control

. wh
lchpage/segmen‘os ﬁ

- how many pages/s

« when'tos nﬁ&c egment?
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Summary

Memory

« Requirements & hardware structures
* MMU features & requirements
« Partitioning, segmentation, paging & virtual memory
* Simple segmentation
« Simple paging, multi-level paging,
* Translation look aside buffers
* Hashed tables, Inverted page tables

& paging

« Virtual memory management algorithms

* Fetching & placement

« Replacement

* Resident set management
« Cleaning

* Load control
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